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HBlock & 7 [ FL {5 R E = B ERER BI47 i R BLIE 24t (Storage Resource Reutilization
System, fiiFk SRRS) , & B BEIAFEERHEHE, KB 72 PSR E A7,
308 FH R 55 N FL A 38 ) R A A 0 U 8l v T P PR RESDLRE A, S AR A iSCSI iR it
AT TS, A ARG & (BT IR E) ], SEIUX BRI SR LA .
IR, A R B A B e I S S A& I Re 70, ot T R TR R Pk, )
DIV I B A G RO 4 e e 1Y

Kubernetes j& — MTEIAESERE RS, W LSCIESERPELEE. B39 485 .
AL <5ETIEE. 18T Kubernetes AT AP HE N T, PRGBS FEN T, ToE0 H58T i B DO RE
TR T, AR BRI

AVAEAE FH Kubernetes #2825 s iy, 8 H 7 20 FF A7 35 A% (Persistent Volume)
ST T Pod HIAFfE IR, B MAE M A IS Pod TG, TEAFAETT AR OIEREAG S, RIADE
FARMEZE T i 8 Pod (6 7H,  SEBL 1 THEL B IEANAA Ak SR A MRS . Kubernetes CSI 4 f:
AT DUONAIR S B AR R AL 7568 11 . Kubernetes SERE i A5 p EE 8E A B 1R W RESE,
P 1 RIS ATLE Pod DY B A N AT o 2 s v A FH AR 0 PR B RS B AR e, R 22
W T A Ve SR RERIAE G RS, Bl s B AR B R S T RE AR S IR B
Kubernetes i@ 1 PV. PVC. Storageclass &t 1 —Fjas KI5 T4k A7 g & BENLE], IR H 5]
N T =2 F4#82 10 Container Storage Interface (CSD #Hl#l, H-T7E Kubernetes FAM 74k R
Gp 2 [A) L —ERRHE A P 1, I i D] DO R as IR BEAE IR ST . APt it A
s L T AR AERE D HEAT ARl R A S, At AE 1 Kubernetes f R AE A7 LA Dy 28 d S A7
fiti %5 . HBlock Container Storage Interface(CSI)4fif4 /& —Fh 754 CSI M IE I IRENFE T -

HBlock CSI #fiff 5 Kubernetes £ 1%, 7J LA Kubernetes $2 it imtEfe. I B, mmTEEMERA
A . HBlock CSI A1 2214 40 T~ E R
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K1.HBlock CSI 4 {221 I
HBlock CSI #iff1&177E CSI Pod ', CSI Pod il it e 47 {5 B A G A dr A, A FE 02
MIER . HERCRE I A GBI . SN ABLE HBlock 77t Xt — 4™ iISCSI LUN. 4
Kubernetes ] Pod & L il iZ 451, #5i#d iSCSI PrAE Pod BT {E (ML s _EHE#k %
LUN, Pod {8 F§ LUN X R8s H sk T35
HBlock CSI it B A LA T4 A
® FasEtEiR: HBlock CSHE M A7t AT VE IR TE A AR, SEIL T BUEMIBE 25 . HBlock
CSHEfFLAZ BT i, A RIE T 81T AR E .
® A PER: X TR E fEHBlock CSHAiHH BUEME B, SRR N )y N &, 7=
SARIER PR 24, AR EHEREEGER.
® M. HBlock CSHEfT NS T a2, AR T B KRG MRS, ATLlig
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RIFOE. HBFMHE.

B APV VEEMHYAMLIHEIEIPY, EHTHFMEED, ARSI E K
IR RERSNip7B= o

B FAPV: HLESPVCEIEMIPY, LFiRAIAIEPY, KREiE StorageClassl /7 fifi Bt
J55E X, KubernetesHt X MRIEPVCEIABIEPV. EH THMERE, (HAAEERE
A F B3 5

B ZAPVC: @i StatefulSetH §i 52 ) StorageClasssh &5 61 #PVC, KubernetestR
StorageClass it & (15 5., H3hfi K HBlock CSHEE A HBlock % . &M T HEA&
A ZAPod, FHNHEBAHEERI R,
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2.1 REEK

ZHEHE HBlock 3.5.0 B LA B A, EgnZe3E i FE 2 W HBlock 72 54 7 Tt
Kubernetes 2 E£) node 7 & 1R 75 Z 4 HBlock 35K N pod HRABEEF AL AEfE, 5B EIE;
iSCSI initiator UL} MPIO, JfH /35 node 15 &1, A REEIEH H#.

2.2 BT

I H %S
Kubernetes V1.18 & UL I
docker 19.03 & Ll I
2.3 RI&fEM

HBlock CSI AT LA AT AIA 7 At AT e f ) (AT 4R ) - tal LU HELM 7 X
AT A (HELM FREHERE) -
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3.1 B

HBlock CSI i F S He LA R R 2225 7750, F P vl AR P15 e B e vp —Fh 3t 47 22 2% .
® ZEHwdE: &M T Kubernetes R S EANZHIE E 5.
® Docker A TN %% EHTHAZHHE 5.

3.1.1 EERE

AT UL R 22288 GEF T Kubernetes S2BE 0T S EAZ MEE R -
1. 7£ Kubernetes master #1 node | fift [ & 223540,

unzip stor-csi-driver-1.3.0.zip

2. fE£ Kubernetes master £l node b5 N4fift4514% .

cd stor-csi-driver-1.3.0

docker load < stor-csi-driver.tar

3. 1E Kubernetes master 75 S AT HRE BIA, SERIEE I 2235,

cd deploy
./deploy.sh

I E, ATLAESILLF pod. HBlock i plugin PL /% Sidecar 25 2% 1E 3 5

[root@server ~]# kubectl get pod | grep csi

csi-storplugin-controller-6c789569b9-nb2rm  3/3 Running © 116s
csi-storplugin-node-9sj6z 2/2 Running © 116s
csi-storplugin-node-g8rwn 2/2 Running © 116s
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3.1.2 docker AR H R L%

L AHER L, " MEAR G 2% HBlock CSI 1, #4:7F Kubernetes [ FT A 1 s b
WF NI P e B R HEE B G, B SEE M YAML SCEE image Hidi A FA G
B R, AT B A RIA] 58 2 2

FEAERF R — B RS54 LAAT T T ERAE -

1 2%,

unzip stor-csi-driver-1.3.0.zip

2. SR

cd stor-csi-driver-1.3.0

docker load < stor-csi-driver.tar

3. HEBBRIAE.

docker tag stor-csi-driver:1.3.0 XXX.XXX.XXX.XXX:5000/stor-csi-driver:1.3.0

docker push XXX.XXX.XXX.XXX:5000/stor-csi-driver:1.3.0

HAdr,  XXXXXXXXX.XXX:5000 A FA O HihE
4, HBEME.

cat /etc/docker/daemon.json

5. & YAML Bifgf Bbk o
&4 deploy/csi-storplugin-node.yaml SZ {4 storplugin X} 37 image ] value 24

XXX XXX XXX XXX:5000/stor-csi-driver:1.3.0.

volumeMounts:
- mountPath: /csi
name: socket-dir
- mountPath: /registration
name: registration-dir
- name: storplugin
#AOHE G AL

image: XXX.XXX.XXX.XXX:5000/stor-csi-driver:1.3.0

6. FATHEE A

cd deploy
./deploy.sh
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3.2 {EPE;

JAA 7 A A 4R e

U SR B EI % HBlock CSI, ZE U ENE ATIE RS s statefulset. pod. pve. pv, A LAAT FHan4
XIT pods pve. pv, ZEEHRINT pod > pve > pv PAT M R A4

TR Baox L BT o

ﬂﬂ”lgx% SC:

kubectl delete

sc storageclassname

MIFE statefulset:

kubectl delete

statefulset statefulsetname

--cascade=true

illES pod:

kubectl delete

pod podname

B pvc:

kubectl delete

pvc pvchame

Mk pv:

kubectl delete

pv pvname

AT E % I A< Jundeploy.sh 1% CSI.

cd deploy
./undeploy.sh




e e

N By S 4

State Cloud

3.3 A&

WIRE T HBlock CSI, R EARS(E A1 sc. statefulset. pod. pve. pv, FATEIEHA,
P22 %2 50T HBlock CSIEIH] .

1. HATEIFHIA Jundeploy.sh #1%; CSI.

cd deploy
./undeploy.sh

2. NEUECH CSI e ty, #ATRE, AP RSIRRER.




= e

N By S 4

State Cloud

3.4 BLERY
3.4.1 B2 E HBlock 5ot

HBlock CSI 4@t 1 ] HBlock ) HTTP RESTful API #E4T 474t 46 10 FRERIE, BB E% .
MIBE ¥ ARG, FERERV R HBlock RESTful API (1) URL ik Al [
YLBH: SCHEENTEEZ AN HBlock, f35: HBlock HLpLAR AR . HBlock AR -
AT LA B R 1P BRI B HBlock g 7] ik
1. B E .
&4 deploy/csi-plugin-conf/csi-configMap.yaml fit. & 3CfF, apiEndPointList fit & & HBlock
HTTP RESTful API il fl%% 11, storProvider fic & A HBlock.

apiVersion: vl
kind: ConfigMap
metadata:

name: csi-plugin-stor
data:

config.json: |-

[

"clusterID": "clusterl",
"apiEndPointList": [
"https://xx.xx.xx.xx:xx",
"https://xx.xx.xx.xx:xx",
"https://xx.xx.xx.xx:xx"
1,
"storProvider": "HBlock"
¥
{

"clusterID": "cluster2",
"apiEndPointList": [
"https://xx.xx.xx.xx:xx"
1,
"storProvider": "HBlock"
¥
{
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"clusterID": "cluster3",

"apiEndPointList": [
"https://xX.XxX.Xx.xX:xx",
"https://xX.XxX.xXx.xx:xx",
"https://XX.XX. XX, XX:XX"

Is

"storProvider": "HBlock"

28 Hiik

clusterlD & %2 HBlock AR, 7E csi-configMap HifE—.
BUE: /e, KEVEHE 1~256, o] LA &5k,
MEREZE (-, FRXS KNG,

storProvider HBlock 7= i % K o
HY{&: HBlocks

apiEndPointList | HBlock HI/Ilk 5548 IP Hilik J2 API 3 15,

A P EEEERERR HBlock F1EANLIR HBlock

apiVersion: vi
kind: ConfigMap
metadata:

name: csi-plugin-stor
data:

config.json: |-

[

"clusterID": "storl",

"apiEndPointList": [
"https://192.168.0.192:1443",
"https://192.168.0.110:1443",
"https://192.168.0.102:1443"

1,

10
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"storProvider": "HBlock"

}s

{
"clusterID": "stor2",
"apiEndPointList": [

"https://192.168.0.32:1443"

1,
"storProvider": "HBlock"

}

2. MHECESCE.

[root@server csi-plugin-conf]# kubectl apply -f csi-configMap.yaml

configmap/csi-plugin-stor configured

11
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3.4.2 B & HBlock 50 AR T

HBlock CSI {4 f HBlock HTTP RESTful API BT, FESALA /4 F 215 LA T2 44 A 0E,
47 HBlock FH 44, #6529 HBlock 1% fH .
A DA% R R 21D BRI B HBlock Vi il F 44 AL
(—) BB B S
&4 deploy/csi-plugin-conf/csi-secret.yaml it & SCAFHH 1248, username B & 4 HBlock H
J14 1) base64 4w, password Bt B NG base64 4wl

apiVersion: vl
kind: Secret
metadata:
name: csi-plugin-stor-secret
type: Opaque
data:
userKey: userkey //%I#zHBlock HIARIR. FI " 44 K BH5 1) 745 H 1) base64 4ty

userKey JE15:

[
{
"clusterID": "clusterl",
"username": "storuser",
"password": "YOUR_PASSWORD1"
¥
{
"clusterID": "cluster2",
"username": "storuser",
"password": "YOUR_PASSWORD2"
}
]
BH
ZH ik B IBIE
userKey XHE HBlock IARIR P 4 3 00 1K 747 51 (1) base64 Zwhid &
clusterID csi-configMap.yaml H1 i & 1] HBlock 451K . &

12
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username HBlock (1455 3 51 FH /7 44 . =
password HBlock /& B It %5 1 =
7~
1. userKey AT
[
{
"clusterID": "storl",
"username": "storuser",

"password”: "hblock12@"

¥

{
"clusterID": "stor2",
"username": "storuser",
"password": "hblockl2@"

}

]

2. i Base64 T.HX} userKey it 17 gmts . gmhd s 1 userKey Wik

WwogICAgICB7CiAgICAgICAgImMNSdXNOZXIIRCI6ICIzdGOyMSISICAKICAgICAgICAIdXN1cm5hbWUiOiAic3Rv
cnVzZXIilLAogICAgICAZgICIWYXNzd29yZCI6ICIoYmxvY2sxMkAiCiAgICAgIHOsCiAgICAgIHSKICAgICAGICAL
Y2x1c3R1cklEIjogInNOb3IyIiwgIAogICAgICAgICI1c2VybmFtZSI6ICIzdG9ydXN1ciIsCiAgICAgICAgInBh
c3N3b3JkIjogImhibG9jazEyQCIKICAgICAgfQogICAgXQo=

3. BB 4 deploy/csi-plugin-conf/csi-secret.yaml Fic & 4441 (S5

apiVersion: vl

kind: Secret
metadata:

name: csi-plugin-stor-secret
type: Opaque
data:

userKey: WwogICAgICB7CiAgICAgICAgIMNSAXNOZXJIJRCI6ICIzdGOyMSISsICAKICAEICAgICAidXN1cm5h
bWUi0iAic3RvcnVzZXIiLAogICAgICAgICIwWYXNzd29yZCI6ICIoYmxvY2sxMkAiCiAgICAgIHOSCiAgICAgIHS
KICAgICAgICAiY2x1c3R1cklEIjogInNOb3IyIiwgIAogICAgICAgICI1c2VybmFtZSI6ICIzdG9ydXN1ciIsCi
AgICAgICAgInBhc3N3b3JkIjogImhibG9jazEyQCIKICAgICAgTQogICAgXQo=

13
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[root@server csi-plugin-conf]# kubectl apply -f csi-secret.yaml

secret/csi-plugin-stor-secret configured

14
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3.43 EEMEER

X TR E S ) — U E R, AT RIS AR AT IO E . B8 9B 7E HBlock H i &
T FRMIETIGEMY (Challenge-Handshake Authentication Protocol, CHAP) , 7 2l &
CHAP MIE I P AN S . N T iR EE 4, B UCRATINE A AOKREC E CHAP Y
ZEAE ] CHAP J5 R, %1 A\ ) chapUser A1 chapPassword Jyin&s 744 8 . a5 244 8w U
AN {# ] deploy/csi-plugin-conf/csi-secret-decrypt.yaml H1 ] DecryptData Fic & 1) 2%
AN R SR I 775 5 64T AES (ECP. paddinges7) BN%%, %% o 45 k4T base64 4wt .
T AR HE T3P IR EC B & AR
(—) BCE &=,

& lc B S deploy/csi-plugin-conf/csi-secret-decrypt.yaml # [ decryptFlag 1 decryptData

X
24

apiVersion: vl
kind: Secret
metadata:
name: csi-plugin-stor-secret-decrypt
type: Opaque
data:
#He BN, BEEN true U3H) B false CANEHD [ base6d Fifidh 7 FF &
decryptFlag: decryptFlag
#H Y1 base64d Zif T H, HHIKELIUN 16 {7
decryptData: decryptData  #%%[] base64 il

S8
ZH Eiiipuy B INIE
decryptFlag B ER R, BERNtrue U5H) Bifalse CREAD 1 | &
Base64 4ifit ZFHf
WA :
® dHJ1ZQ==: JHHM%, true ] Base64 4wt .
® ZmFsc2U=: ANJGHIN#, false [ Base64 %ifid.
decryptData T 15 8H %A
ViH: BN, thSHnE.

15
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WUE: J5I54 16 A 7R 8 o 75 Z0TEADIEAT Base64 Jifid

A~
1. JaHm#EER. Bl decryptFlag YRS A true, decryptData FRIEAS A stor012345678901.
2. f#/] Base64 1. H.%} decryptFlag. decryptData [ A5 3E4T 4 A o

X} decryptFlag V5217 Base64 Jift, Zahd 51 decryptFlag 40T -

dHI1ZQ==
%} decryptData Y5153 1T Base64 4wfi, 4mft )5 ) decryptData 411 F

Cc3RVCcjAXMJMONTY30DkwMQ==

3. ek B 1+ deploy/csi-plugin-conf/csi-secret-decrypt.yaml it & 4 1 2%

apiVersion: vi1

kind: Secret
metadata:
name: csi-plugin-stor-secret-decrypt
type: Opaque
data:
decryptFlag: dHJ1ZQ==

decryptData: c3RvcjAxMjMONTY30DkwMQ==

() B FHTC & SCAF csi-secret-decrypt.yaml

[root@server csi-plugin-conf]# kubectl apply -f csi-secret-decrypt.yaml

secret/csi-plugin-stor-secret-decrypt configured

(=) I e & 0.
PA#EZS PV R PV YAML it B SCF (csi-pv-local.yaml) %1, % CHAP ALY, K
F AES 128 1 i, 75 PKCS7 ) Padding J% CHAP %8, FH-%f b 5 (1 25 itk 4T
Base64 Zmfid

apiVersion: vl

kind: PersistentVolume

metadata:

name: csi-pv-test

labels:

16
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app: stor-pv-test
spec:

capacity:

storage: 1Gi
volumeMode: Filesystem #%&#, S HF Filesystem Al Block =, ZRIAN Filesystem Fizt.
accessModes: # UjlHst
- ReadWriteOnce
persistentVolumeReclaimPolicy: Recycle
csi:
driver: stor.csi.k8s.io
volumeHandle: stor:lunl
volumeAttributes:

fsType: xfs

readOnly: "false"

#2 T EH CHAP ik

chapEnable: "ture"

chapUser: username

chapUser £l chapPassword i1 35 1%
(D i AES % TR, &Ry ECB, HABRK N PKCS7, HHKE N AES-128.
(2) B4 H DecryptData Bt B %5 81457 5 (0 2P 3R 1 HH 1) decryptData (YRS,
WP IR 1 2545 Hh 48 A FURAS A stor012345678901).
(3) ByANINZE LA (chapUser B chapPassword FJERS) , SdiJFee AES In#s 4. KK
HH A chapUser=csil123 f % 77 ., chapPassword #% T B 75 2 hn % Bi T,

17
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AESIIZE/fREE

AESINE /EEEETE, TERTASIEMASES, ZissiTiEE,

I8 —: EAAesERMEE

(va) (2] (=)

Tt | Ecs 3 EHFeER | PCST %

== | stor012345678901

fssE | GoMIEERNERRIINES. =hZ=..

e
csi123
Vi
TAGER:
4 RiAIBasebdRIBAIGCM LIS S RMEE IR TAGESR .
%] 2.chapUser Jilns%

JE AT X AE 45 FE
EHEEE | AES-128 S
EEE | FEATSCIIERERN..
=R
TGEARDM54nv783ncSIKDERQ==
A
A

18
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3.4.4 B & Multipath

HBlock K A X2 52840, B LUN ] LUB R 24> Target IQN #E47 3% 82 .
HaiR 044 deploy/csi-plugin-conf/multipath.conf #7 (% vendor &y CTYUN.

# This is a basic configuration file with some examples, for device mapper

# multipath.

#

# For a complete list of the default configuration values, run either

# multipath -t

# or

# multipathd show config

#

# For a list of configuration options with descriptions, see the multipath.conf
# man page

## Use user friendly names, instead of using WWIDs as names.
defaults {

user_friendly_names yes

find_multipaths yes

uid_attribute "ID_WWN"

#verbosity 6

}
devices {
device {
vendor "CTYUN"
product "iSCSI LUN Device"
path_grouping_policy failover
path_checker tur
path_selector "round-robin 0"
hardware_handler "1 alua”
rr_weight priorities
no_path_retry queue
prio alua
}
}

19
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examples H sk a5 1 A HBlock CSIE{ 1] YAML ST, AT DR B A5 =X
(filesystem 5% block) ZidL ()24, BIAI{E Kubernetes & #f 14 H HBlock B 15

FHGIARI R

[root@server stor-csi-driver-1.3.0]# cd examples

[root@server examples]# tree

——— block-volumes
| F—— dynamic-pv
| | —— csi-app-local-pvc-block.yaml
| | F—— csi-pvc-local-block.yaml
| | L—— csi-storageclass-local.yaml
| F—— statefulset
| | —— csi-app-stateful-local-block.yaml
| | L—— csi-storageclass-local-stateful-block.yaml
| L—— static-pv
| F—— csi-app-local-pv-block.yaml
| F—— csi-pvc-local-nocreate-block.yaml
| L—— csi-pv-local-block.yaml
L—— filesystem-volumes
F—— dynamic-pv
| F—— 1local
| | —— csi-app-local-pvc.yaml
| | F—— csi-pvc-local.yaml
| | L—— csi-storageclass-local.yaml
| F—— 1local-chap
| | —— csi-app-local-pvc-chap.yaml
| | —— csi-pvc-local-chap.yaml
| | L—— csi-storageclass-local-chap.yaml
| L—— local-chap-decrypt
| —— csi-app-decrypt-local-pvc-chap.yaml
| F—— csi-pvc-local-chap-decrypt.yaml
| L—— csi-storageclass-local-chap-decrypt.yaml
—— statefulset
| F—— csi-app-stateful-local.yaml

20
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| L—— csi-storageclass-local-stateful.yaml
L—— static-pv

—— csi-app-local-pv.yaml

—— csi-pvc-local-nocreate.yaml

L—— csi-pv-local.yaml

21
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351875 PV

& PV R IR E M YAML TR PV, &R TAAHERD, FAASHZ B E
SEMZ S, MRS PVE, FFEAE HBlock HoetldirE, REAIE PV. PVC # Pod,
HBlock CSI #dif- 7] H sh#% Xk, HEE HBlock )45

HEHES PV R BRI

HBlock # ¢
N |
& . I
/ & '
s |
~ |
1.@1@%
/ " PV
/" 2.8IEEPV- FHH0

" —HBlock#XEx ~
EBR  \_ 38evc, PVCIBE |
ERa =PV o ,
\ ~ VG |
”“x& |
", . |
4 BIERPod, CSHEEE |
BTSN |
\ |
|

\‘ Pod

K354 PV i fEE
1. @@ 48 HBlock & )P IR1E S 2% HBlock F P Fit.

22
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2. GIEPV.
(1) HiEk PV ) YAML fic & S0 1F
® EiFUN filesystem [ sf5], BU%E PV csi-pv-local-storllunO6a. =%

examples\filesystem-volumes\static-pv\csi-pv-local.yaml #7451 .

apiVersion: vl
kind: PersistentVolume
metadata: #JCEHE
name: csi-pv-local-storllun@6a #PV 4 FK
labels: #5335
app: stor-pv-nocreate-storllun@6a #PV [JfriR
spec:
capacity:
storage: 66Gi #&4 &, HAN GiB, AN ERGAENSE T HBlock HOIEKIGARE
volumeMode: Filesystem #%&#i:0, SZKF Filesystem Fl Block &, BRiAN Filesystem Fiz,
accessModes:
# Ui, Filesystem HizU[%: 3 #F ReadWriteOnce, ReadOnlyMany (¥5:75E 4 aT#1k)
- ReadWriteOnce
persistentVolumeReclaimPolicy: Retain #¥FAMLERIUCHKEMS, #F Retain Al Delete
csi:
driver: stor.csi.k8s.io
volumeHandle: "storl:lune@6a" #ffE HBlock &
volumeAttributes:
fsType: xfs  # GHFHEHBIBRRN M RA KA, FF xfs, exts
readOnly: "false"
isMultipath: "true" # %M multipath
chapEnable: "false" #/=271#F CHAP AiE
chapUser: "username"

chapPassword: "password"

® L4 Block, €% PV csi-pv-local-block-stor2lunbl. Z:7% examples\block-

volumes\static-pv\csi-pv-local-block.yaml = ) 7= o

apiVersion: vl

kind: PersistentVolume

metadata: #7cHAE
name: csi-pv-local-block-stor2lunbl #PV [ 4K
labels: #i3%s
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app: csi-pv-local-block-stor2lunbl
spec:
capacity:
storage: 22Gi #EARE, BA0NGIB, AR EMGEAENET HBlock HAIEMNEAE
volumeMode: Block #&H#, F#F Filesystem fl Block %, ERIAN Filesystem 1z,
accessModes: # Vi, Block # = #4537 FF ReadWriteOnce. ReadOnlyMany. ReadWriteMany
- ReadWriteOnce
persistentVolumeReclaimPolicy: Retain # FFAMLE[FIHNE, SZ#F Retain fl Delete
csi:
driver: stor.csi.k8s.io #HBlock CSI fdiff
volumeHandle: "stor2:lunbl"  #}§E HBlock %
volumeAttributes:
readonly: "false"  #&7 AR G
isMultipath: "false" # &7 {fH multipath, HBlock HAHLiRES, HUH false
chapEnable: "false" #/&75fdif] CHAP iAilE

PV ] YAML BC B XS8R
ZH Eii1pa paaR A
driver HBlock CSI #fiff. HU{E: stor.csi.k8s.i0. &
accessModes D7 &
T -
® ReadWriteOnce: & 7] LA — N5 fi LR S 1 U7
AHE
® ReadOnlyMany: % 1] DA 2 A1 i PL R 3277 50
. filesystem AT, &7 ERATHE 4L,
® ReadWriteMany: 1] LA 2 /N1 A LA S 5 =
H#. 1Y Block #1432 5
volumeHandle & & B HBlock B4 7k, #&A v
clusterID:lunName.
clusterID: &5 HBlock fiIkRiR, 7E csi-
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configMap.yaml HiE—. £ LA E HBlock V5 [l i
Hk.
lunName: HBlock H 1l 2 i1 45 44 7K .

volumeAttributes.fsType LR B AR RGRA, CFe xfs, extd. | 5KfF
PR B filesystem B WA 3H

iy

volumeAttributes.readOnly e R8T NS

HUE -

® true"

® "false",

ERIME Ny false™.

HE: XEFEMATRH, Bl true"={"false”

volumeAttributes.isMultipath & 7518 A multipath. %A

BUH:

® true"

® ‘false".

ERINE A" true™

EE:

® XHHEMANFRH, Rl"true"s false”.

® iR HBlock FEAERR AL HBlock 5% A 5 H
Al RS, B highAvailability 4 Disabled, 1t
b 7 B E A false”, 75 U2 53 pod JE B4k
.

® ¢ HBlock BALAR, BLALTREE

"false".

i

volumeAttributes.chapEnable | 27 f# F CHAP AIE, BUA:
® true".
® “false".

ERINE AN "false" .
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EER: XEFTFERMNTRE, Bl"true ol false"

volumeAttributes.chapUser CHAP IMIERIH P 44 i SR AL & S csi-secret-

oA

decrypt.yaml #[f] decryptFlag & true, 75 %} CHAP
INIERIFH 7 4445 ] DecryptData Bt & 25 51 %1 34T
AES (ECP. paddingcs7) &, fn% & mss RitiT
Base64 %, HA&VE WECE N HER.

IV RTHUE: Frrfeal, KEVEHLE 3~64, HEE
HERE B fAma(L ) FEREZR(-). FRIZ(_)-
S5 (O)AHR, FRX KNG, HACGCR LR
Btk

volumeAttributes.chapPassword | CHAP A f %508 . a0 S FC & SC 14 csi-secret-

iy

decrypt.yaml H 1] decryptFlag & true, 75 %} CHAP

NIF %5 %18 F DecryptData I & ()5 8% 34T AES
(ECP. paddinges7) e, fn e s Rt AT

Base64 g, HA&VE WAL E N HER.

I RTHUE: Frrdbal, KEEEE 12~16, ¥

M E KRG R PNEER B TRILOT W
BOPIMERE, FRIX KNG,

EE:
o NE N\ E CHAP %6, 1S %I BEMFEHER.
® PV HIREICRNIS S URIERE, 7E PV ORI G SRR N i an T Ab 3% PV 40T, PV H]

DA% Retain (fREE) . Recycle (FEAIA) ¥ Delete (#HlF%) . HBlock CSI ¥ H

R 37 ¥ Retain A1 Delete, /3 #F Recycle.

B[O ERE Retain 45 5 0] LR RICE YR . 24 PersistentVolumeClaim % 44
TR, PersistentVolume AT IRAFAE, X N I G ALY “ SR
(released) ” . HIT& VAR —AWANRESE, 2B T HAR
HAi. B AT T A .
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JAA 7 A A 4R e

B X ECRRS A Delete HIGRCE, MERSIVE S PersistentVolume X % M

Kubernetes FH#5 5, [R5 MAP SR SRt 8 it o A8 Bk BT SR IR PRl 05 77 o Bt
N [ 3 2 4k K I StorageClass H 5 B 1 [BISCSE IS, 1% SIS BRI Delete. PR 5
TR 7 A A SR L B StorageClass. V17, Wi PV A f#)52& HBlock &

SRS, NWAGEEIT Kubernetes kMR 1%
(2) W FARCE S (L csi-pv-local-storllun06a.yaml 91D .

[root@server test]# kubectl apply -f csi-pv-local-storllun@é6a.yaml

persistentvolume/csi-pv-local-storllun@6a created

(3) BGUEBIEER PV (LA csi-pv-local.yaml A1)

[root@server test]# kubectl get pv

NAME CAPACITY  ACCESS MODES  RECLAIM POLICY  STATUS CLAIM

csi-pv-local-storllune6a 66Gi RWO Retain Available

STORAGECLASS

REASON

AGE

20s

3. i PvC
(1) Hr# PVC ) YAML Bt & 0.

o GHEFUA filesystem, Hr#d PVC csi-pvc-local-nocreate-storllun06a 1 YAML Fit

B . 2% examples\filesystem-volumes\static-pv\csi-pvc-local-nocreate.yaml

7 B o

apiVersion: vi
kind: PersistentVolumeClaim
metadata:
name: csi-pvc-local-nocreate-storllun@6a # PVC {14
spec:
accessModes: #Uj [T
- ReadWriteOnce
resources:

requests:

selector:

matchLabels:

storage: 66Gi  #&[NZA&E, ¥{I GiB, Kubernetes &40 E KT T A &M PV
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JAA 7 A A 4R e

app: stor-pv-nocreate-storllune6a

® LAl Block, ¥i% PVC csi-pvc-local-nocreate-block-stor2lunbl f#)fc & 14

22 examples\block-volumes\static-pv\csi-pvc-local-nocreate-block.yaml H 17~

il

apiVersion: vi1

metadata:

spec:

accessModes:

- ReadWriteOnce

volumeMode: Block

resources:
requests:

storage: 22Gi
selector:

matchLabels:

kind: PersistentVolumeClaim

name: csi-pvc-local-nocreate-block-stor2lunbl

app: csi-pv-local-block-stor2lunbl

(2) NHEE S (BLPVC csi-pve-local-nocreate-storllun06a.yaml Jyfi) .

[root@server test]# kubectl apply -f csi-pvc-local-nocreate-storllun@6a.yaml

persistentvolumeclaim/csi-pvc-local-nocreate-storllun@6a created

(3) 2L AR PVC (LA csi-pve-local-nocreate-storllun06a A1) .

[root@server test]# kubectl get pvc
NAME

csi-pvc-local-nocreate-storllune@6a

STATUS

Bound

VOLUME

csi-pv-local-storllun@6a

CAPACITY  ACCESS MODES  STORAGECLASS

66G1 RWO

AGE

10m

EE:

® PVCIEAEHINILE PV, 2PV HIEEKNTET PVCHIAEN, Kubernetes 24
PVC 1 PV BT E . INHRA ZA PV # E 54T, SIuFEH—4 PV #HATILR.

® PV I PVC L E T and selector 7B, W4 app WBLE —3, SNICIELE .
WA selector 7B, PVC 2 RIEZHEILE PV,

® PVCHIPVEE, PV EEMER, WMk PV, FHELMERIEER PVC.
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f1l% Pod.

f1% Pod,

JAA 7 A A 4R e

JFATPVC 5Kk, HBlock CSI iRt B 85 itk sk s (iR te) ,

(1) ¥# Pod i) YAML Bt & A4

LAE A filesystem, 17 Pod my-csi-app-local-pv-storllunO6a [HIEC & 31, &

2 examples\filesystem-volumes\static-pv\csi-app-local-pv.yaml 1 {741 .

kind: Pod

apiVersion: vl

metadata:

name: my-csi-app-local-pv-storilun@6a #BI M Pod ZHK

spec:

containers:

- name: my-frontend #&&R&FK
image: busybox #iE & ARG
imagePullPolicy: "IfNotPresent" #Z 28815 ihs BUSRME

volumeMounts:

- mountPath: "/test6a" # GHEE AN ARSI
name: lun@6a # XIN volumes FRZE R ¥ IE 4

command: [ "sleep", "1000000" ]

volumes:

- name: lun@6a  # volumes ¥XYHE44, T LATE volumeMounts FHE#K

persistentVolumeClaim:

claimName: csi-pvc-local-nocreate-storllun@6a # Pod &2 PVC & FK

1N Block, £ Pod csi-app-local-pv-block-stor2lunbl f#) it & L4 csi-
app-local-pv-storllun06a.yaml, 2% examples\block-volumes\static-pv\csi-app-

local-pv-block.yaml )7 il o

kind: Pod

apiVersion: vl

metadata:

name: csi-app-local-pv-block-stor2lunbl

spec:

containers:

- name: lunbl

image: busybox
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imagePullPolicy: "IfNotPresent"

volumeDevices:

- devicePath: "/dev/testbl"
name: lunbl

command: [ "sleep", "1000000" ]

volumes:
- name: lunbl

persistentVolumeClaim:
claimName: csi-pvc-local-nocreate-block-stor2lunbl

(2) NHIECE S (LA csi-app-local-pv-storllun06a.yaml ) .

[root@server test]# kubectl apply -f csi-app-local-pv-storllun@6a.yaml

pod/my-csi-app-local-pv-storllun@6a created

(3) Bk Pod FHEER) %

[root@server test]# kubectl get pod|grep my-csi-app-local-pv-storllun@éa
1/1 Running 0 92s

my-csi-app-local-pv-storllund6a

A LRSI AR T OL R T K {ttestba, HERAXT MW HBlock H1 )3 lun06a.

[root@server ~]# kubectl exec -it my-csi-app-local-pv-storlilun@6a -- /bin/sh
/ # 1s
bin dev etc home lib 1lib64  proc root sys testba tmp usr var
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3.5.2 §I7S PV (F&#7S PVC)

A PV ZiE PVC AR PV, HFAATRERATEE PV, R EZ8Eid StorageClass A7 1iff 5%
U5 E AT, Kubernetes s 2 i 4 PVC zhaS 61 PV, H3hfilk HBlock CSI i1 sl 41
HBlock ()% . Zha PV EH TAHEERE , (HAFG I AH R 3 5

BN PV I EEREN T

»  HBlock&EF
/ T
p 4 — PV ., HBlocks
/
! 4 KubemnetesZt§
1-%7%;3# StorageClass , 1RiE
/ sz‘?ﬁﬂﬁ =T _
/ EE A NAR s P
/ " ShoragelGla=s StorageCIassEPE"j?éi E;%%&%ﬁgaﬁ@
" 2 pgstorage Class . =AY iz
Es 3 BPYC , 30
wage Classs_t_‘;%“ pVC K
-
N
6.8IZPod-, 15
PVCER
- Pod

Kl4.2h7 PV i FE A
1. @# StorageClass
(1) g StorageClass ] YAML fic & 1.
L A filesystem, A% StorageClass csi-stor-sc-local-stor1lun08 Y YAML fig & 3¢
4 csi-storageclass-local-stor1lun08.yaml. 7] LLZ% examples\filesystem-

volumes\dynamic-pv\local\csi-storageclass-local.yam! 7 f#] 751 o

apiVersion: storage.k8s.io/v1l
kind: StorageClass
metadata:
name: csi-stor-sc-local-storllun@8 #StorageClass %#x
provisioner: stor.csi.k8s.io #HBlock CSI #HfF
parameters:
storageMode: Local # HBlock F&MI77fil2EMY
fsType: xfs # GHERIIERN M RALA, LF xfs, exts
readOnly: "false" # &7y EEHE
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sectorSize: "4096"  # HBlock HBMIHIX K/, SCHF512,4096, AT
localStorageClass: "EC 2+1"  # HBlock & ITUAMRA

minReplica: "2" # H/MEIAE (IL HBlock SEREGIHR) -

highAvailability: "ActiveStandby"  # HBlock #:mal Hfi .

writePolicy: "WriteBack" # HBlock &5 5EHg

isMultipath: "true" # REGEzIZE

maxSessions: "1" # iSCSI Target fOUFEZAIE AL iEE.

ECfragmentSize: "16" #ZUMHAZE F KA. BICREERN EC BT, BB EAERK, AN 20 .
serverNumbers: "2" #HBlock Target FTfERIAR S A8 %E (INERBERRCC )

clusterID: "storl" #HBlock #xi}
reclaimPolicy: Delete # PV [J[EITNE, S ¥F Retain fll Delete
volumeBindingMode: Immediate

allowVolumeExpansion: true # & AUY EH

#1530 Block, f1% StorageClass csi-stor-sc-local-stor1lun09 f) YAML Bt & 4%
csi-storageclass-local-stor1lun09.yaml. 7] LLZx2% examples\block-volumes\dynamic-

pv\csi-storageclass-local.yaml # i) 7= 451

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
name: csi-stor-sc-local-storllun@9 #StorageClass &#§

provisioner: stor.csi.k8s.io #HBlock CSI #df4

parameters:
storageMode: Local  #HBlock #&fI77fik2M
readOnly: "false" #e 15 DA G

sectorSize: "4096"  #HBlock EIIEX K/, FF512,4096, HLALFTS
localStorageClass: "EC 2+1" #HBlock &L R

minReplica: "2" # fF/PNEIA% (X HBlock FEREIRSIHT) .

highAvailability: "ActiveStandby"  #HBlock % n] F i,

writePolicy: "WriteBack" #HBlock &5 THH%

isMultipath: "true" #REH/HEIZE

maxSessions: "1" # iSCSI Target fOUFEZMII AL EH.

ECfragmentSize: "16" #ZYMHALEIS K/ HBILRE N EC BNy, S E AR, 028 .
serverNumbers: "2" #HBlock Target ATEMIRS 2ediE (NEBR TR

clusterID: "storl" #HBlock FRriH
reclaimPolicy: Delete  #PV [J[RIi3iN%, SC¥F Retain Al Delete
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volumeBindingMode: Immediate
allowVolumeExpansion: true #2750 B4
StorageClass i) YAML BB X425
ZH Hiik B %IE
storageMode BIAEAE2AY, S0 Local. Cache. Storage #. =
Cache. Storage i KR =%
fsType B BB B U R G RAY, FF xfs, extd. s
PiEH: BN filesystem A 43,
readOnly e DL R S AT B &
HUfE: “true". “false". ERINE A"false".
HE: XEFEMATRE, E"true"s"false”.
cloudBucketName CVAAAE B0 A7 i OOS A AT I 44 7K b A
R 62T A Bucket ()4 fi A 1 E A& RLOR BE I

R FIEE

cloudPrefix WHEX RPN O0S M HIRTZE A4 hr, WEATHAWE, B8 | &
P AP AEAT AR LART 28w 44 I 2RSSR o - i SRR 7€ i
2%, W EHEAPRLE LG AR ar 44 R0k e,
K. FFi
WE: KEZVEHE 2 1~256.
cloudAccessKey X G A7fif OOS AccessKey . RS D
KA. FIFER. 1
cloudSecretKey Xt G A7 i OOS secretKey o RS D
R B S csi-secret-decrypt.yaml H 1] decryptFlag 4 H

true, 52X} secretKey YitEf F DecryptData Bt & )% A%
#E47 AES(ECP. paddingcs7)ines, I & i)4s B ik4T
Base64 #ifid, HARVELEEEMEHER.

KA. Frd.

>N
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cloudEndpoint W B X R A7 00S Endpoint. b A
A FIFH 1
cloudObjectSize BIEAFAETEXS G A7 O0S H KNI @

HU{E: 128. 256, 512. 1024. 2048. 4096. 8192, Hifi &
KiB. BRIME N 1024,

cloudStorageClass

WEXT A7 O0S HIFAiEIR AL,
HUAR -

® STANDARD: HrifEf7fifi

® STANDARD_IA: X5 FIAE4# .
ERIN{E N STANDARD.

iy

cloudCompression

Fe 1 e 4 s A% X R A7 i OOS.
HUE

® Enabled: 72

® Disabled: 7.

ERIME N Enabled.

iy

cloudSignVersion

X RAEA# O0S HIiE RS INIETT R
EEER

o Vv2: 2X&4,

® Vi VAKX,

ERIMEN V2.

iy

cloudRegion

#~ Endpoint B AT 7E X 45
VA ZEZ0, BT,

HH, FIGH.

kAt

deleteCloudData

Mg, AR .
WA :

® true: MRz ERIEEE.

® false: AMIkR= ERIHHE.
ERIME A false.

oA
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sectorSize XA/, MR P SO RS 10 AR /N AL B | B
B IX KN
HUfE: "512". "4096", AL ANTFTT. ERIME N"4096".

localStorageClass AHAAAETU R AR R E LS HL.

R

® single-copy: HEIA,

® 2-copy: WiEIA;

® 3-copy: —RHIA;

® ECN+M: 2. Hrh N. MOYIEEE, N>M,
H N+M<=128. Foni il #I8 N DB AR M
AR -

ERIAE )y EC 2+1.

oA

minReplica /N RIS (ERERGCRD -

T RIS, REEEIABN X, RDEIRECN Y
(Y RA<XD) , ZEEHREAR, 20 Y HEHE S A

Dy, AMNARRENEL. T ECN+M B, ki

LECNEIAREEERN Y CLAUHE NSYSN+M) D540 2

SN Y B RIS NS, A AR REN

%) o

Wl : B MTREIASE, BUETEEZ[L N], NOYEIARE

RBMEIAL, BINMEN 1. 6T EC %, BUETEHEZN,

N+M], ERIMEA N

iy

ECfragmentSize MRS RN BIUARIEACY EC BN, ik E A
AR A 2
HBUE: 1. 2. 4. 8. 16. 32. 64. 128. 256. 512. 1024.

i

2048. 4096, Hif/#E KiB. ZRIAME N 16,

highAvailability T EREE B, BRI E S
HUE :

iy
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® ActiveStandby: JE3F5, 1% IREN N Target A
# ION.

® Disabled: ZAR AT B, %485 KEN B Target )
—/™ IQN.

BRIME N ActiveStandby .

writePolicy 1) 5 TR o

EER

® \WriteBack: M5, RIEIEEAZINFE, LAREIZSE
P ), RS NS IS TR K
BiE, REVEESRAE MR

® \WriteThrough: %%, BPEUEFIRS5 NN MBE, FF
FEPIALHE i h e, R P i S . &M TR E
PEEORE R, BIEREER AR, HEdEB AR
PRI 5

® \WriteAround: %5, BHEEE ANHEAL )G BRSO N A
7, BNBANING, SLZR MR 5 S . & T
FeE M EOREGS, MEREE R AR, HEZ /05,

BRINE N WriteBack.

isMultipath Fe 58 A multipath. A

BUE

® true"

® "false".

ERINE A" true” s

HE:

® TN, BItrue" 5 false"

® U4 HBlock 2 HE AL FH 1) HBlock %47 J5 FH i T A
3, B highAvailability 4 Disabled, HAb7F B8 & N
"false", 5232 pod & 3R

36




e e

N By S 4

State Cloud

® N4E HBlock FEHLAR, BEAbTEE 1 E N false",

oA

path TRE G BdE 1 BdE B 3 (BURBLBGZR .
U AR GG I AR e F o, A R 55 4 e B B K
ER

pool A AATR, oA, GRIRRARAIZAMIA
QIE SIS ES DI

B KEZVEHEGE 1~16, Reghrtl, B mmmisd (-
) MR (O dHl, FRIX RN, HAGHE LB
AT Ik

BRI LAt 7 i

iy

cachePool A TR, FoR BRI, BEEEE B N 7
WA (ERFRCCR) -

WAE: KEVOMZ 1~16, Hfaed bk, HrmmRisgk (-

) FRIZ (O #Hik, FEIX A RANE, HAUSCRAFBE
FEC Ik

N RAIAE MARE A B R A AT .

R IS AT A RE A [F] — AN

iy

maxSessions iISCSI Target 7o VF 537 [ 5 K2 1620
WU B4, BUEVEHEIZ[L, 1024], BRMEN 1.

iy

serverNumbers Target T 7E R S5 2 4002 (IEERERRCCR) «
BEOEA, BUEA2, n], n NERNIRS S EE. BRAE
N2,

iy

chapEnable FEEH CHAP IIE, HUE:

® "true",

iyl

® "false",
ERINME AN "false" .

EE: XEFTEMANTRE, Bl"true"s false",

chapUser CHAP IEI 4. WAL B SO csi-secret-decrypt.yaml

oA
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H1 1] decryptFlag 4 true, 7 ZX CHAP IAUERH - 4448 H
DecryptData fit. & ) % $H X 2E1T AES (ECP. paddingcs7) il
B, INEE M4 R IT Base64 guhY, ELRTE AL E N
K.

N RTHUE: FRERIE, KETEEDE 3~64, RAehs
BE, He7, A)R(L) BIMZR(-) TRIZ(L). BS54
i FREX KNG, BACGCRE AR T2k .

tﬁ-

iy

chapPassword CHAP VIER) RS . a2 IC B S csi-secret-decrypt.yaml H
1) decryptFlag o4 true, 5 22%7 CHAP TAIIE ) % 65 4

DecryptData fic. & 1) % $A% 14T AES (ECP. paddingcs7) Jin
%, IR S T Base6d gity, FLATE U EC BN SR

=

NERTEUE: R, KR 12-16, BAEAK
Bhh, NGERL HoE. FRKQOTHESHAES, F
BEX S KNS

FD

clusterID HBlock f4RiR, fE csi-configMap.yaml HriE—. ¥ JLECE
HBlock V7 Al Hiht .

reclaimPolicy FEAAME IR .
HUAH -
® Retain: {f%¥

iy

® Delete: .
ERIME A Delete.

volumeBindingMode | 37 BI46 2 b /& 2517 Pod 1 FE R 4652 .
B -

® Immediate: .HIZ{%E .

i

® \WaitForFirstConsumer: EiR4[5E .
ERIMEL N Immediate

iy

allowVolumeExpansion | A& f& .
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B :

® true: RVFEY JE.
® false: NRNUHEY JE.
ERIME A false.

(2) MNHECE 4 (Ll csi-storageclass-local-storllun08.yaml 9D

[root@server dynamic-pv]# kubectl apply -f <csi-storageclass-local-storllun@8.yaml

storageclass.storage.k8s.io/csi-stor-sc-local-storllun@8 created

(3) IIEAIE K StorageClass (LA csi-storageclass-local-lun09.yaml A1) .

[root@server dynamic-pv]# kubectl get storageclass
NAME PROVISIONER RECLAIMPOLICY VOLUMEBINDINGMODE ALLOWVOLUMEEXPANSION AGE

csi-stor-sc-local-storllune8 stor.csi.k8s.io Delete Immediate true 24s

ER: WHEINERE CHAP F 7 £ f%469, N deploy/csi-plugin-conf/csi-secret-decrypt.yaml 3C
b decryptFlag B T L&y true, B CHAP R J 44 A5 0 7 B obb A0 c B 9 AES 25 31
base64 i 3. B AT L2 WA E & # .

2. Qg PVC
f1% PVC, J1#1 StorageClass %k .
(1) Hr#E PVC /1Y yaml it & 044
L 2N filesystem, £1J% PVC csi-pve-local-stor11un08 [ & S csi-pve-local-
storllun08.yaml. Z7% examples\filesystem-volumes\dynamic-pv\local\csi-pvc-

local.yaml ) 751

apiVersion: vl

kind: PersistentVolumeClaim

metadata:
name: csi-pvc-local-storllun@8 # PVC [

spec:
accessModes: #UilEs, filesystem #iz(H=5 S #F ReadWriteOnce
- ReadWriteOnce

resources:
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requests:
storage: 77Gi #G%&E, AN GiB
storageClassName: csi-stor-sc-local-storllune8 #PVC {1 StorageClass &%

L 20~ Block, )% PVC csi-pve-local-block-stor11un09 ) & S csi-pve-local-

storllun09.yaml. =% examples\block-volumes\dynamic-pv\csi-pvc-local-block.yaml

7R o

apiVersion: vi1

kind: PersistentVolumeClaim
metadata:
name: csi-pvc-local-block-stor1lun@9 # PVC %7
spec:
accessModes: # Vjifs, Block # (1% S #F ReadWriteOnce. ReadOnlyMany. ReadWriteMany
- ReadWriteOnce
volumeMode: Block
resources:
requests:

storage: 88Gi #LA=, ¥/ N GiB

storageClassName: csi-stor-sc-local-storllun@9 #PVC f#fff] StorageClass f14

(2) NHEE S (B csi-pve-local-storllun08.yaml Jy41) .

[root@server dynamic-pv]# kubectl apply -f csi-pvc-local-storllun@8.yaml

persistentvolumeclaim/csi-pvc-local-storllun@8 created

(3) RiEC&aIEH PVC.

[root@server dynamic-pv]# kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
csi-pvc-local-storllune8 Bound pvc-84b9a4b9-403d-41a5-96bc-8d1e@8c7abl5  77Gi RWO csi-stor-sc-local-storilun@8  27s
3. I Pod.

@17 Pod, FF1 PVC JKBk. HBlock CSI 4 Hahtle. #A1th. H:# HBlock HI4.
(1) Hr# Pod /) YAML B & S0,
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L 20N filesystem, fI%E Pod my-csi-app-local-stor1lun08 fFC & SC 14 csi-app-local-
pvc-storllun08.yaml. W] LLZ% examples\filesystem-volumes\dynamic-pv\local\csi-

app-local-pvec.yaml HF )74 .

kind: Pod
apiVersion: vi1

metadata:

name: my-csi-app-local-storllun@8

apiVersion: vl

metadata:

spec:

spec:
containers:
- name: my-frontend
image: busybox  # fifGHiik
imagePullPolicy: "IfNotPresent" # PR RS
volumeMounts:
- mountPath: "/test8" # HEHBIELLN HArKE
name: lun@8
command: [ "sleep", "1000000" ]
volumes:
- name: lun@8 # X{/% volumeMounts (14370 H
persistentVolumeClaim:
claimName: csi-pvc-local-stor1lunes # ifif] pvc K& T
1R N Block, fl% Pod my-csi-app-local-block-stor1lun09 f it & 3244 csi-app-
local-pve-storllun09.yaml. ] BLZ2% examples\block-volumes\dynamic-pv\csi-app-
local-pvc-block.yaml 1 (7451 .
kind: Pod

name: my-csi-app-local-block-stor1lun@9 #Pod 14 Fx

containers:
- name: my-frontend
image: busybox # Hifgihuit
imagePullPolicy: "IfNotPresent" # HiHUEi{%n%
volumeDevices:
- devicePath: "/dev/test9" # IEHBIAELLN HARKEE
name: 1un@9  # Xt/ volumes Fff] name
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command: [ "sleep", "1000000" ]
volumes:
- name: lun@9 # X volumeMounts FJH:# I H

persistentVolumeClaim:

claimName: csi-pvc-local-block-stor1lun@9 # i pvc &7

(2) MNAECE S (LA csi-app-local-pve-storllun08.yaml i)

[root@server dynamic-pv]# kubectl apply -f csi-app-local-pvc-storllun@8.yaml

pod/my-csi-app-local-storllun@8 created

(3) BFEIE AR Pod (LA csi-app-local-pve-storlun08.yaml Al .

[root@server test]# kubectl get pod|grep my-csi-app-local-storllun@s

my-csi-app-local-storllune8 1/1 Running © 27s

Al LB B 28 O 4 H 3 T I 42 /test8.

[root@server ~]# kubectl exec -it my-csi-app-local-storllun@8 -- /bin/sh

/ # 1s

bin dev etc home 1lib 1lib64 proc root  sys test8 tmp usr var

VEE: HBlock CSI ARG HIBCE, £ HBlock HEREA H 3G &M Target, 4. Target.
PV &2 —— X MR R
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3.5.3 BIFS PVC

i StatefulSet H 45 72 [ StorageClass 4561 ## PVC, Kubernetes fR### StorageClass H it & [
55, B30k HBlock CSI A& HBlock %. 3 PVCIEH T HAIASEIELA Pod, If
NHAEBAFR I

Iz PVC M R BRI

1.6 Storage Class
p StorageClass -

-~

2.@1_I§§Sta1_§fuls‘>et

S StatefulSet PVC - PV N

K9.3h4& PV i FEE

1. g Storageclass
(1) ¥rge StorageClass ] YAML fic & 1.
® EFUN filesystem, €)% StorageClass csi-storageclass-local-stateful-stor1lun10
(K BC B 014 csi-storageclass-local-stateful-storllun10.yaml. #J LAZ#%
examples\filesystem-volumes\statefulset\csi-storageclass-local-stateful.yaml =[] 7~

.

apiVersion: storage.k8s.io/v1l
kind: StorageClass
metadata:
name: csi-storageclass-local-stateful-storilunl® #StorageClass %5
provisioner: stor.csi.k8s.io #HBlock CSI #@ft
parameters:
storageMode: Local  #HBlock #H[I{FfiAY
fsType: xfs #EFEFHEH XHERGEHKEN, FF xfs. extd
readOnly: "false" #&7bLHiy RE#%
sectorSize: "4096" # HBlock WX K/, SHF512,4096, A7
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localStorageClass: "EC 2+1" # HBlock % IUAxHE

# minReplica il localStorageClass "EC N+M"H1[ N ERIAFHSE
minReplica: "2" # f/MEIAEL (X HBlock LEHEMCRED)
highAvailability: "ActiveStandby" # HBlock & nJ AR
writePolicy: "WriteBack"  # HBlock %5 %%
isMultipath: "true" # R&EREzhIZE

maxSessions: "1" # iSCSI Target fCVF& L IKH KeiE%L.

ECfragmentSize: "16" #ZMIRSHID F KA. BIUREADY EC BN, LR EA LR, B2,

serverNumbers: "2" #HBlock Target FTERIIRSS 28 8m (IEERFRR SRR
clusterID: "storl" #HBlock frifl
reclaimPolicy: Delete #RFAMAERIYLHRS, X #F Retain Al Delete
volumeBindingMode: Immediate

allowVolumeExpansion: true #¥EY JE

® L4zl Block, fJ& StorageClass csi-storageclass-local-stateful-block-

storllunll f{fic & SO csi-storageclass-local-stateful-block-stor1lunll.yaml.

PLZ7% examples\block-volumes\statefulset\csi-storageclass-local-stateful-

block.yaml .

)

apiVersion: storage.k8s.io/v1l
kind: StorageClass
metadata:
name: csi-storageclass-local-stateful-block-storllunill
provisioner: stor.csi.k8s.io
parameters:
storageMode: Local
readOnly: "false"
sectorSize: "4096"
localStorageClass: "EC 2+1"
# minReplica il localStorageClass "EC N+M"Hi[) N BRIAFHEE
minReplica: "2"
highAvailability: "ActiveStandby"
writePolicy: "WriteBack"
isMultipath: "true"
maxSessions: "1"

ECfragmentSize: "16"
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serverNumbers: "2"

clusterID: "stori"
reclaimPolicy: Delete
volumeBindingMode: Immediate

allowVolumeExpansion: true

StorageClass ] YAML B & SC 53 .

2% ik R IAIE

storageMode LKA, SFF Local. Cache. Storage f\. Py
Cache. Storage #:HK /R L =4

fsType G HEB BB BIICMR AR, FFE xfs, extd. M
PeH: B A filesystem Hf A3,
readOnly st DL R i AT B &

HUHE: "true". "false". BRIAME N"false".
ER: XEFEMATRE, H"true"5"false”.

cloudBucketName CAFLE 6T % 174i% O0S 1EMEFE RIS K . =B
R 1EZ)H 8 Bucket B2 @y i %€ F& AR B o H

KA. FIEE

cloudPrefix WE X A% O0S AT 27K, WEMHAKE,
B A AEAA A AR S A 4 2 sc e, SR
TRIETA, W EHAEGELE LB A FRdr 44 RS e
KR FrFEH.

. KEVERZ 1~256.

gl

cloudAccessKey X % 17 i O0S AccessKey. =B %

K. FIFE. 71

cloudSecretKey X %17 fif OOS secretKey =B %
I S i B A csi-secret-decrypt.yaml 4] decryptFlag vy | 3H

true, X} secretkey JEAL{# ] DecryptData fic & )%
EAXFiEAT AES(ECP. paddinges7)ines, fnes a4k itk
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1T Base64 #ifiY, EARVENEEINBER.

KA. FREE .

cloudEndpoint W B X R A7 i O0S Endpoint. Bsbr )

KR Fr5E. H

cloudObjectSize B E A AR R A7 O0S HH IR/ 3
HUfE: 128. 256. 512. 1024. 2048. 4096. 8192, H
fisE KiB. BRIME N 1024,

cloudStorageClass WE X G AEfE O0S K757,
HUAE -
® STANDARD: Hr#EfEf#;

0

® STANDARD_IA: &A1) 151 774 .
RiME N STANDARD.

cloudCompression e 5 IR 468 AL Z 0 % 47 % 00S.
B :

® FEnabled: 2

oA

® Disabled: 5.

ERIME N Enabled.

cloudSignVersion X A7t O0S K RZE 4L 7 2%
B :

. VZ: VZ ’ggo

gl

. V4: V4 %go

ERIME N v2,

cloudRegion 7 Endpoint FEJ57th BT 7E X 45 XA
i VA ZE 4R, I IE,

ESINEL

deleteCloudData MGy, SR L rEdE.
HUAE -
® true: MRz EIEIE.

oA
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o false: MRz _LAOEHE.
ERINME N false.

sectorSize FE X RN WRYE R it SO R G 11O BAE 1 B /N AL
B X KN
EUfE: "512". "4096", FALATTT. ERIAEN"4096".

oA

localStorageClass AHAE TR AR BRI B IS EL
CIER

® single-copy: HLEIA.

® 2-copy: MEIA.

0

® 3-copy: —EIA.

® ECN+M: A, Hebh N. MOYIERHL,
N>M, H N+M<=128. FREAE 3 FI N A
B, AR M AMREEE .

ERIME N EC 2+1.

gl

minReplica B/NEIARSEL (VEBERRCCFR) ©

ST EIARRE, BCERASN X, B/ANEIARECH
Y (Y RASX) , ZHEBREAN, 20Y HhEHES
NI, ARNARKG NS . % T EC N+M 1)
%, RBOZERDEIAKRE RN Y CLAGH 2
N<Y<N+M) , 20 2 e F 204 Y R AR 5
BENRI, ARG

HUE: B W TREIAS, BUEIGHEZ[L, NI, N ARIE
G EIAE, BIMEN 1. 6T EC 4, HUHETEH
AN, N+M], BRIMEH N.

ECfragmentSize AMRGEL S oK/ BIUREE A EC BT, ik
B, BN,
BUE: 1. 2. 4. 8. 16. 32. 64. 128. 256. 512.

oA

1024. 2048. 4096, A& KiB. ERIAMEN 16.
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highAvailability e . BRI E IS4 4
BUA -
® ActiveStandby: JEzhF &, 1HERBEA N Target T
R 1IQN.
® Disabled: ZEH =T A, Z4E KON Target
THI— ION.
ERIME N ActiveStandby
writePolicy LS HHK 3
BUH:
® WriteBack: [A15, RIHdEE ARIANFFG, AR
e i ), ZJa R B N . T
PEREEORTGS, R ERAERI .
® \WriteThrough: &5, BIHUE FEN 5N N EHE
#, IHEMALERE Th e, FRR 1 b S T .
@M TR EESRE R, SR ERA R, Hifdk
B ONHIEE B R e B 55
® \WriteAround: %85, RIHES NRLAL S BB HUH R
WA, BB RIG, SEZ)R R 5 5 R o
EH TR R, TR R A m, HE 2
S
BRIME N WriteBack.
isMultipath & 75 1# F multipath. A
HUE -
® true"
® false".
ERE N true".
EE:
o XHFRIMATRH, Hl"true"s false”.
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® 2R HBlock SEHF 513 FI i HBlock &34 J5 H =i Al
i, Bl highAvailability 7y Disabled, b5 3
W E N false”, < FE pod 58RI .

® [NJ2Z HBlock HLHLAR, AL E R B A false”.

iyl

path TR ATl B A B H o (DLRBLBSCER) o
IR B N AR BdE H 3%, 8 R SS A4% AL I ERIA
B H %o

0

pool FAEIBAARR, FRon AT, B8R R &AL 2 A7
WA (RUEERERRCCRR .

BUE: KEWHEE 1~16, RAed i, B mikise
()« RRIZ (O dl, TR RNG, HAGH
LA BERTE Tk

BRI At 7 it 1l

gl

cachePool FEBAARR, Fon s A, BEIRE BB A%
BTN (NEERERRCCRS)

W KEVOEZE 1~16, HAgd7RE. B MR
()« MRIZL (O HEL FRXRNG, HAGHF
DL BERIE 7 3k o

ARSI S MARE A W B Bl AT A .

HE: S AR R — 2.

iyl

maxSessions iSCSI Target S0 V&V I Fe K216 4
HUE: 8, HUEJEHEZ[L, 1024], BAEN 1.

oA

serverNumbers Target FTER RS 28208 (ERBFRRCCRE)
BHOER, BUE AR, 0], n AERNRSSEE. 2R
IME N 2,

clusterID HBlock f{J##iH, 7E csi-configMap.yaml HiifE—. FERER | /&
& HBlock Vi e bt .

oA

chapEnable T CHAP IF, BUE:
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® "true".
® "false",
ERINE N"false” .

EE: XBEFEMATRE, RI"true"="false" .

iyl

chapUser CHAP IIERIH P 44 SR B & S csi-secret-
decrypt.yaml ] decryptFlag & true, 5 Z%F CHAP A
WE I 7 4448 DecryptData it & 125 4% 3E4T AES
(ECP. paddingcs7) hn%, W% g r4h it 17 Base64
G, FARTE N BN
MERTBUE: PR e, KEVEHZ 3~64, RREHF
B By AURICL) FEREER(-). PRIZR(_). B5(:)
M, FRX KNG, BACCHR L e Tk

0

chapPassword CHAP IE RS . an SR EL B S csi-secret-

decrypt.yaml #1 ] decryptFlag & true, 5 Z%} CHAP A

WE A 255 48 ] DecryptData fit. & )23 83 % 3E 47 AES
(ECP. paddingcs7) hn%, hn#Jar4h it 17 Base64

i, HARVE R EMFEHEN.

MERTBUE: PR eREa, KEVEHE 12~16, »Aif,

EPNCESSNINCE 2SN € NI (8 @ L E VO

TR, FRK ARG

reclaimPolicy FF A RIS R
HWAH -
® Retain: f£8&.

iyl

® Delete: %,
ERINE N Delete.

oA

volumeBindingMode | 37.RI485E it 72 5517 Pod 1 FEIT 463 .
H A -

® Immediate: 7EI4FE.
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® \WaitForFirstConsumer: ZEiR485%E .

ZRAME N Immediate

oA

allowVolumeExpansion | V&Y .

BUA -

® true: RVEYE.
® false: NAHFETE.
ERINE A false.

(2) N HECE S (P csi-storageclass-local-stateful-stor1lun10.yaml 1))

[root@server statefulset]# kubectl apply -f csi-storageclass-local-stateful-storiluni@.yaml

storageclass.storage.k8s.io/csi-storageclass-local-stateful-storllunl® created

2. g StatefulSet.
(1) Fré StatefulSet () YAML fic & 3044
LA AN filesystem, @)% StatefulSet csi-app-stateful-local-stor1lun10 f#) YAML At
B 34 csi-app-stateful-local-storllun10.yaml. 7] PLZ2% examples\filesystem-

volumes\statefulset\csi-app-stateful-local.yaml /{741 .

apiVersion: vi1
kind: Service
metadata:
name: csi-app-stateful-local-storllunl®
labels:
app: csi-app-stateful-local-storllunle
spec:
ports:
- port: 80
name: web
clusterIP: None
selector:
app: csi-app-stateful-local-storllunie

apiVersion: apps/vl
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kind: StatefulSet
metadata:
name: csi-app-stateful-local-storllunle
spec:
selector:
matchLabels:
app: csi-app-stateful-local-storllunle
serviceName: "csi-app-stateful-local-storlilunie"
replicas: 2
template:
metadata:
labels:
app: csi-app-stateful-local-storllunl®
spec:
terminationGracePeriodSeconds: 10
containers:
- name: csi-app-stateful-local-storllunil®
image: busybox
ports:
- containerPort: 80
name: web
volumeMounts:
- name: lunle
mountPath: /test10
command: [ "sleep", "1000000" ]
volumeClaimTemplates:
- metadata:
name: lunle@
spec:
accessModes: [ "ReadWriteOnce" ] # Vj#E=, filesystem tHZH)4: 7 #F ReadWriteOnce
storageClassName: "csi-storageclass-local-stateful-storllunie”
resources:
requests:

storage: 100Gi
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#5305 Block, fll7 StatefulSet csi-app-stateful-local-block-lun11 /) YAML B & S04
csi-app-stateful-local-block-lunll.yaml. 2% examples\block-volumes\statefulset\csi-app-

stateful-local-block.yaml = )74 .

apiVersion: vl
kind: Service
metadata:
name: csi-app-stateful-local-block-1lunil
labels:
app: csi-app-stateful-local-block-1lunll
spec:
ports:
- port: 80
name: web
clusterIP: None
selector:
app: csi-app-stateful-local-block-1lunll
apiVersion: apps/vil
kind: StatefulSet
metadata:
name: csi-app-stateful-local-block-1lunill
spec:
selector:
matchLabels:
app: csi-app-stateful-local-block-1lunll
serviceName: "csi-app-stateful-local-block-lunil"
replicas: 2
template:
metadata:
labels:
app: csi-app-stateful-local-block-1lunil
spec:
terminationGracePeriodSeconds: 10
containers:
- name: csi-app-stateful-local-block-lunll

image: busybox
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ports:
- containerPort: 80
name: web
volumeDevices:
- name: lunll
devicePath: /dev/testll
command: [ "sleep", "1000000" ]
volumeClaimTemplates:
- metadata:
name: lunll
spec:
accessModes: [ "ReadWriteOnce" ]
#H AR, Block HIUHE L F V74 2: ReadWriteOnce. ReadOnlyMany. ReadWriteMany
volumeMode: Block #%#3{}y Block

storageClassName: "csi-storageclass-local-stateful-block-storllunll”

resources:
requests:

storage: 101Gi

(2) RFARCE S (LA csi-app-stateful-local-stor1lun10.yaml ) .

[root@server statefulset]# kubectl apply -f csi-app-stateful-local-storllunl®@.yaml

service/csi-app-stateful-local-storllunl® created

statefulset.apps/csi-app-stateful-local-storllunl® created

(3) IGUFGIEAY StatefulSet (LA csi-app-stateful-local-storllun10 A1)

[root@server statefulset]# kubectl get statefulset |grep csi-app-stateful-local-storllunle
csi-app-stateful-local-storllunle 2/2 28m

A LUE BB O A 1 #8510 test10.

[root@server ~]# kubectl exec -it csi-app-stateful-local-storllunl@-0 -- /bin/sh
/ # 1s
bin dev etc home lib 1lib64  proc root sys testle tmp usr var
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HELM J5 A ffi FH f5 7

4 HELM 77\ 4B R

4.1 &%

HBlock CSI#i {3 #F LA N W Ah 2226 7520, F P Rl DIAR a1 Dlade 5 rp — Ferdb 47 225

® ZEwdE. &M T Kubernetes R S EANZHIE E 5.
® Docker fA 7% d: &M T A2 E Y 5.

411 BIERE

4223 HELM 3.12 )2 UL B RS,

412 BERE

HATUA T 2358 GE T Kubernetes SEBE 5 S BEAZ I B 5) -

1. 7£ Kubernetes master #1 node |- fift [ & 23541,

unzip stor-csi-driver-1.3.0.zip

2. 1 Kubernetes master fil node b5 NG54 .

cd stor-csi-driver-1.3.0

docker load < stor-csi-driver.tar

3. 1E Kubernetes master 75 S AT ERE BIA, BHATHEMF A0 22345,

[root@server stor-csi-driver-1.3.0 x64]# cd charts/csi-driver-stor/
[root@server csi-driver-stor]# helm install stor ./

NAME: stor

LAST DEPLOYED: Mon Apr 29 17:41:08 2024

NAMESPACE: default

STATUS: deployed

REVISION: 1

TEST SUITE: None

NOTES:
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The Stor CSI Plugin has been published.
The plugin image is: stor-csi-driver:1.3.0

The Stor Cluster Info is: [
{
"clusterID": "clusterl",
"apiEndPointList": [
"https://xx.XX.XX.XxX:xXX",
"https://xx.xx.xx.xx:xx",
"https://xx.xX.xx.xx:xx"
1,
"storProvider": "xx"
¥
{

"clusterID": "cluster2",

"apiEndPointList": [
"https://xx.xx.xx.xx:xx",
"https://xx.xx.xx.xx:xx",
"https://xx.xx.xx.xx:xx"

1s

"storProvider": "xx

]

IS, ATLAERILLR pod. HBlock i plugin BL /% Sidecar 25 4% 15 5 51

[root@server csi-driver-stor]# kubectl get pod | grep csi

csi-storplugin-controller-6c789569b9-fn77v. 3/3 Running © 29s
csi-storplugin-node-45tvs 2/2 Running © 29s
csi-storplugin-node-spmc4 2/2 Running © 29s
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?%Eﬂ HELM 75 A\ f FH 4875
4.1.3 docker FABHFRARE
LSRR L, W UMEHRA G s HBlock CSIAfE, B4 fE Kubernetes [ FT A 5 s b

W ANIEE . P A SRl B RS 2R b, BEUE ST YAML SCIER) image MUl 9 FA &
BRI, PAT LRI B T e 2

EERHAERE — 6 55 & L YT AR

1 ke t.

unzip stor-csi-driver-1.3.0.zip

2. SR

cd stor-csi-driver-1.3.0

docker load < stor-csi-driver.tar

3. HEBBRIAE.

docker tag stor-csi-driver:1.3.0 XXX.XXX.XXX.XXX:5000/stor-csi-driver:1.3.0

docker push XXX.XXX.XXX.XXX:5000/stor-csi-driver:1.3.0

HAdr,  XXXXXXXXX.XXX:5000 A FA O HihE
4, HBEME.

cat /etc/docker/daemon.json

5. &8 YAML Gfg 4 Bk
&4 charts\csi-driver-stor\values.yaml SC4H csiStorPlugin FI{E N

XXX XXX XXX XXX:5000/stor-csi-driver:1.3.0.

images:
# k8s H T4 Hil%
csiProvisioner: registry.aliyuncs.com/google containers/csi-provisioner:v3.5.0
csiAttacher: registry.aliyuncs.com/google_containers/csi-attacher:v4.3.0
csiResizer: registry.aliyuncs.com/google_containers/csi-resizer:v1.8.0
csiDriverRegistrar: registry.aliyuncs.com/google_containers/csi-node-driver-
registrar:v2.8.0
# CSI ofHEiM4%

csiStorPlugin: XXX.XXX.XXX.XXX:5000/stor-csi-driver:1.3.0

6. 1t Kubernetes master 15 & AT 82 BIA, BHATIEEID 22345,

[root@server stor-csi-driver-1.3.0 x64]# cd charts/csi-driver-stor/

[root@server csi-driver-stor]# helm install stor ./
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NAME: stor

LAST DEPLOYED: Mon Apr 29 17:41:08 2024
NAMESPACE: default

STATUS: deployed

REVISION: 1

TEST SUITE: None

NOTES:

The Stor CSI Plugin has been published.

The plugin image is: stor-csi-driver:1.3.0

The Stor Cluster Info is: [
{
"clusterID": "clusterl",
"apiEndPointList": [
"https://xx.XxX.XX.xx:xx",
"https://xx.XxX.XX.xx:xx",
"https://xx.xx.xx.xx:xx"
1,
"storProvider": "xx"
¥
{

"clusterID": "cluster2",

"apiEndPointList": [
"https://xx.XxX.Xx.xx:xx",
"https://xx.XxX.Xx.xx:xx",
"https://xx.xx.xx.xx:xx"

1s

"storProvider": "xx

]

LREERUE, AT LAE LA pod. HBlock [ plugin LA & Sidecar 75 %% 1F % J& 2

[root@server csi-driver-stor]# kubectl get pod | grep csi

csi-storplugin-controller-6c789569b9-fn77v. 3/3 Running © 29s
csi-storplugin-node-45tvs 2/2 Running © 29s
csi-storplugin-node-spmc4 2/2 Running © 29s
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4.2 ENE;

U R ELEE, CSI: EEAELEAT, SR EIERE

1. EVEETAES
Ja’ values.yaml ST, FFEEIHAS I B NZEH, FF48 A 44 helm upgrade stor /34T 53T .
PATHEGE, WRIL34)E, BIMFERA SRS sc. statefulset. pod. pve. pv &
W, TFEFHIITIER. 7 sc. statefulset. pod. pve. pv, A LAFAT T 316215 ot
MBI XFT pod. pve. pv, WAUEIRNTF pod > pve > pv FATHIER A4

o ﬂﬂ”lzx/ﬂ? SC:

kubectl delete sc storageclassname

® % statefulset:

kubectl delete statefulset statefulsetname --cascade=true

o % pod:

kubectl delete pod podname

® ik pve:

kubectl delete pvc pvcname

® JHER pv:

kubectl delete pv pvname

2. PATENH AL EHE CSI.

helm uninstall stor
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4.3 H

TR A, NN charts/csi-driver-stor H 3%, # & A B M TF AT AR — 2
1E charts/csi-driver-stor N AT T+ a4 BT,

helm upgrade stor ./
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4.4 Bo B iEH
4.4.1 %8 HBlock HHXEE

HBlock CSI 4@t 1 ] HBlock ) HTTP RESTful API #E4T 474t 46 10 FRERIE, BB E% .
B ¥ HE%. FERERGFU7 1R HBlock RESTful API ) URL ki Al
YLBH: SCHEENTEEZ AN HBlock, f35: HBlock HLpLAR AR . HBlock AR -
AT LA HE R 2120 B % B HBlock 15 Al Hidil: .
() B E S, IR G E SO
1. f&e& charts/csi-driver-stor/values.yaml it & (44, L& HBlock Vilal btk 5 i FH 7 44
MG, .

images:

csiProvisioner: registry.aliyuncs.com/google_containers/csi-provisioner:v3.5.0
csiAttacher: registry.aliyuncs.com/google_containers/csi-attacher:v4.3.0
csiResizer: registry.aliyuncs.com/google_containers/csi-resizer:v1.8.0

csiDriverRegistrar: registry.aliyuncs.com/google_containers/csi-node-driver-registrar:v2.8.0

csiStorPlugin: stor-csi-driver:1.3.0

storConfig:

configlson:

[

"clusterID": "clusteri",
"apiEndPointList": [
"https://XX.XX.XX.XX:XX",
"https://XX.XX.XX.XX:XX",
"https://XX.XX.XX.XX:XX"
1,
"storProvider": "xx"
1
{

"clusterID": "cluster2",
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"apiEndPointList": [
"https://XX.XX.XX.XX:XX",
"https://XX.XX.XX.XX:XX",
"https://XX.XX.XX.XX:XX"

1,

"storProvider": "xx

userKey:
IFSKIHsSKICJjbHVzdGVySUQi0iAiY2x1c3R1cjEiLCAKICI1c2VybmFtZSI6ICIhZG1lpbiIsCiAicGFzc3dvemQiOiAic2tza2RuZEQwIgogfSWKIHSKI

CJjbHVzdGVySUQiOiAiY2x1c3R1cjIiLCAKICI1c2VybmFtZSI6ICI4eCIsCiAicGFzc3dvemQiOiAieHgiCiB9C10=

chap:
# Whether to enable chap encryption. true (dHJ1ZQ==) , false (ZmFsc2U=)
decryptFlag: ZmFsc2U=
# Encrypt the key with base64

decryptData: c3RvcjAXMjMONTY30DkwMQ==

# Samples of pod, pvc and storageclass
example:
# Mode of block
blockVolumes:
# Sample of dynamic pv. Path is templates/examples/block-volumes/dynamic-pv
dynamicPv:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of statefulset with dynamic pv. Path is templates/examples/block-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/block-volumes/static-pv
staticPv:
enable: false

clusterId: clusterl
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clusterMode: true
lunName: lun®@5
# Mode of filesystem
filesystemVolumes:
dynamicPv:
# Sample of dynamic pv. Path is templates/examples/filesystem-volumes/dynamic-pv/local
local:
enable: false
clusterld: clusterl
clusterMode: true
# Sample of dynamic pv with chap disabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap
localChap:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: user
chapPassword: skskdndDodkfL
# Sample of dynamic pv with chap enabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap-encrypt
localChapDecrypt:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: SFFFzADcpZaUJKsYbPq54A==
chapPassword: tbHWrBep3RORhkFaW+f5Fw==
# Sample of statefulset with dynamic pv. Path is templates/examples/filesystem-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/filesystem-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true

lunName: lune4

SH R
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2% Hid R A

A

storConfig HBlock AL & 15 & -

A

clusterlD & %2 HBlock 45, 7E csi-configMap HifE—.
WE: T, KEVEHZ 1~256, nJLAVE&FBE BT,
AL (5, FRX S RNE

i

apiEndPointList | HBlock ¥k 5525 IP itk & API i 5.
W RN, HEEF T IA R P Hbk 2 APl 5 aniR
—%lé—*ﬂﬁﬁ’ ,\iﬁ'ﬁg/\ﬂﬂj‘

storProvider HBlock 7= i % K o &
HUE: HBlocks

Pt

userkey X% HBlock AR FH 7 44 S B I 47 £ 1Y) base64 Zwtd .
userKey fIgmidid 2, L2 IEEE HBlock v A F - & Fl
5.

iy

chap InEAE AR E

Pt

decryptFlag e A R, BN true gD 38 false (RJEHD K
Base64 Zmhl 17 it o

HUE -

® dHJ1ZQ==: A%, true ] Base64 %ifid.

® ZmFsc2U=: A3 %, false [ Base64 4ifilh.

decryptData DN 54 . At
Y BN, S HLE.

BUE: VRS 16 AL i) 7 e o 7 ZO0 5 3ET Base64 Ffid .
decryptData )4 i i 72 7T L2 WL EC B N .

iy

example BRSBTS, BCE 6L storConfig. userKey. chap
Ja, R BLEE TR — AT O, SREE HBlock CSI 2 17
AT LUIER EH .

R BRI, @UCRATEE MG, 8 G 2 ] EAE
Ko WUETERUE, 75 ZRFEGIIF AL false, 855 1E UL
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2. NHECE M, fF charts/csi-driver-stor N 3T B HTEC B f7 2o

helm upgrade stor ./

(=) 13 FHAE5) 560E HBlock Fit B2 75 kZh (Alig)
Vi : Wk HBlock CSI AL E T %> HBlock, #UUEFFEGISIEZ K. #ii1 HBlock
CSIXfRL 2 > HBlock, U5 %I 2 %R HBlock HIFEH .
1. JE AR
(1) B E 4 charts/csi-driver-stor/values.yaml & example [T, FTIF—AMEEH.
110 51 Bc & T blockVolumes H i) dynamicPv F5%.

im

#

ex

ages:

csiProvisioner: registry.aliyuncs.com/google_containers/csi-provisioner:v3.5.0
csiAttacher: registry.aliyuncs.com/google_containers/csi-attacher:v4.3.0
csiResizer: registry.aliyuncs.com/google_containers/csi-resizer:v1.8.0

csiDriverRegistrar: registry.aliyuncs.com/google_containers/csi-node-driver-registrar:v2.8.0

csiStorPlugin: stor-csi-driver:1.3.0

Samples of pod, pvc and storageclass
ample:
# Mode of block
blockVolumes:
# Sample of dynamic pv. Path is templates/examples/block-volumes/dynamic-pv
dynamicPv:
enable: true
clusterId: clusterl
clusterMode: true
# Sample of statefulset with dynamic pv. Path is templates/examples/block-volumes/statefulset
statefulset:
enable: false

clusterId: clusterl
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clusterMode: true
# Sample of static pv. Path is templates/examples/block-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true
lunName: 1lun@5
# Mode of filesystem
filesystemVolumes:
dynamicPv:
# Sample of dynamic pv. Path is templates/examples/filesystem-volumes/dynamic-pv/local
local:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of dynamic pv with chap disabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap
localChap:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: user
chapPassword: skskdndDedkfL
# Sample of dynamic pv with chap enabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap-encrypt
localChapDecrypt:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: SFFFzADcpZaUJKsYbPq54A==
chapPassword: tbHWrBep3RORhkFaW+f5Fw==
# Sample of statefulset with dynamic pv. Path is templates/examples/filesystem-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/filesystem-volumes/static-pv
staticPv:

enable: false
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clusterId: clusterl

clusterMode: true

lunName: lune4

Example I S¥ iR
¥ %)
enable G IR

® true: JF/ERMI.

® false: JFUH/RfI.

R BENEEI, EUCOUITE RG], B2 AR AR R . BIETE RS
FHEHREGIIT A N false, 4 5 1E K SLB 5.

clusterld & 7€ HBlock RN,

clusterMode & € HBlock /& HERRIE & HA AR :
® true: HBlock ZE#iK .
® false: HBlock HLAL .

chapUser CHAP IAIEIH P 44 SR BC & S csi-secret-decrypt.yaml H1 ) decryptFlag 24
true, 5 EXF CHAP IAIERIFH F 44 18 F] DecryptData it & ) 2 £ %7 317 AES
(ECP. paddinges7) N, hn# g n4h Rit1T Base64d gmtdh, HAKVE N AL B INE
B

MERTRUE: 7R, KEGHEE 3~64, REEHTRE. . As(.). M
BEZR(-). TRIZ(_). B90)A, FRXp KNG, HACCR LBy
Ik,

chapPassword | CHAP IAIER 2565 . i FE AL B S csi-secret-decrypt.yaml H1#] decryptFlag 4
true, TEXF CHAP AIER 251548 ] DecryptData fit & )25 43 %3k 47 AES (ECP.
paddinges7) JH%E, W% )G HI45 R 4T Base64 mfid, EARVE LB MFERR .
INERTRUE: ZRFHRE, KEGREE 12-16, YRS K5FERE NEGFEE
B TRIZQTHEDWMER, FEEX RS

(2)  MNHBCE X, 7 charts/csi-driver-stor | $4T 5 B & fir 4

helm upgrade stor ./
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(3)  BouE HBlock CSI &2 C & n PLIER A . Wi 5 )8 F AR sl ) 57 pod, NIZRIR
HBlock CSI AT LLIER B . (Alik)

kubectl get pod

2. FHMEE: WAEH TR, Oy T S5 IER RSB R, @ iUs AR
(1) 7E values.yaml HoR #5578 4 false.
(2) #4714 helm upgrade stor ./ & .
(3) AT kubectl get pod A& EREAE 7545 .
ViEH: WRECDBIEREG)S, U5E REEFI P4/ sc. statefulset. pod. pvc. pv, EiNFzh
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4.4.2 Bip B /<)

IVAZEE7B S

CSI 54 HBlock, HEHEAR AT HLAR -

® clusterID 2y storl, XFRNEERERR. clusterlD 24 stor2, X HLALAR o

® ETENRMIRSS %S IP A1 API A: 192.168.0.192:1443, 192.168.0.110:1443,
192.168.0.102:1443. FHLAR IR %545 1P AT API % 1174 192.168.0.32:1443.

® R4S A storuser. hblock12@. EAMLAR I 4% FI%5 A5 )y storuser.
hblock12@. userKey VAL A] L 2% BB HBlock V5 8 B F* A RIS R v ()5 0% 1. 2.

o ERUM ALY AE ] CHAPNIE, W (R, TS HREMFEER.

® 3] blockVolumes [IZh4S PV B£45] (dynamicPv) , %:iF HBlock CSI & 75 EL &l LA
IR

BIES R
(—) B E S, IR A B B .
1. 1&P4 charts/csi-driver-stor/values.yaml fit & 4, FEC& HBlock ilaht. Vi~ 44
FNEERG ., it

images:

csiProvisioner: registry.aliyuncs.com/google_containers/csi-provisioner:v3.5.0
csiAttacher: registry.aliyuncs.com/google_containers/csi-attacher:v4.3.0
csiResizer: registry.aliyuncs.com/google_containers/csi-resizer:v1.8.0

csiDriverRegistrar: registry.aliyuncs.com/google_containers/csi-node-driver-registrar:v2.8.0

csiStorPlugin: stor-csi-driver:1.3.0
# stor £HER
storConfig:
# ClusterId And EndPointlList
configlson: |-

[

"clusterID": "storl",
"apiEndPointList": [
"https://192.168.0.192:1443",

"https://192.168.0.110:1443",
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"https://192.168.0.102:1443"
1,
"storProvider": "HBlock"
¥
{
"clusterID": "stor2",
"apiEndPointList": [
"https://192.168.0.32:1443"
1,

"storProvider": "HBlock"

userKey: WwogICAgICB7CiAgICAgICAgIMNsdXN®ZXIIRCI6ICIZdGOyMSIsICAKICAgGICAgICALIdXN1cmshbWUiOiAic3RveNnVzZZXTilAogICAgICAET
CIWYXNzd29yZCI6ICI0oYmxvY2sxMKAiCiAgICAgIHOSCiAgICAGIHSKICAGICAGICAIY2x1c3R1ck1EIjogInNOb3 Ty IiwgIAogICAgICAZICI1c2VybmFtz

SI6ICIzdG9ydXN1ciIsCiAgICAgICAgInBhc3N3b3JkIjogImhibG9jazEyQCIKICAgGICAgTQogICAgXQo=

chap:

# Whether to enable chap encryption. true (dHJ1ZQ==) , false (ZmFsc2U=)
decryptFlag: ZmFsc2U=
# Encrypt the key with base64

decryptData: c3RvcjAxMjMONTY30DkwMQ==

# Samples of pod, pvc and storageclass
example:
# Mode of block
blockVolumes:
# Sample of dynamic pv. Path is templates/examples/block-volumes/dynamic-pv
dynamicPv:
enable: true
clusterId: storl
clusterMode: true
# Sample of statefulset with dynamic pv. Path is templates/examples/block-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/block-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl

clusterMode: true
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lunName: 1lun®@5
# Mode of filesystem
filesystemVolumes:
dynamicPv:
# Sample of dynamic pv. Path is templates/examples/filesystem-volumes/dynamic-pv/local
local:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of dynamic pv with chap disabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap
localChap:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: user
chapPassword: skskdndDedkfL
# Sample of dynamic pv with chap enabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap-encrypt
localChapDecrypt:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: SFFFzADcpZaUJKsYbPq54A==
chapPassword: tbHWrBep3RORhkFaW+f5Fw==
# Sample of statefulset with dynamic pv. Path is templates/examples/filesystem-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/filesystem-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true

lunName: lune4

2. RMFHECE CE, 1F charts/csi-driver-stor T HTECE 4.

[root@server csi-driver-stor]# helm upgrade stor ./

Release "stor" has been upgraded. Happy Helming!

NAME: stor

LAST DEPLOYED: Mon May 13 19:20:22 2024
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NAMESPACE: default

STATUS: deployed

REVISION: 13

TEST SUITE: None

NOTES:

The Stor CSI Plugin has been published.

The plugin image is: stor-csi-driver:1.3.0

The Stor Cluster Info is: [
{
"clusterID": "storl",
"apiEndPointList": [
"https://192.168.0.192:1443",
"https://192.168.0.110:1443",
"https://192.168.0.102:1443"
1
"storProvider": "HBlock"
¥
{

"clusterID": "stor2",
"apiEndPointList": [

"https://192.168.0.32:1443"
1,

"storProvider": "HBlock"

(=) A F FE 5IF HBlock Bt B2 AR (W)
VEBH: kAt HBlock CSI iR E T 2 /> HBlock, NIFEZEIGF 2 4 HBlock IR .

® IG4IF clusterlD A storl [t HBlock (£ERERR)
1. JEHFE .
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(1) 1B B S0 charts/csi-driver-stor/values.yaml o example BT3¢, $T TFEE]
blockVolumes H1 5124 PV ££45], clusterlD &y storl, clusterMode & true.

images:
# k8s EITAA G
csiProvisioner: registry.aliyuncs.com/google_containers/csi-provisioner:v3.5.0
csiAttacher: registry.aliyuncs.com/google_containers/csi-attacher:v4.3.0
csiResizer: registry.aliyuncs.com/google_containers/csi-resizer:v1.8.0
csiDriverRegistrar: registry.aliyuncs.com/google_containers/csi-node-driver-registrar:v2.8.0
# CSI ffHE1R

csiStorPlugin: stor-csi-driver:1.3.0

# Samples of pod, pvc and storageclass
example:
# Mode of block
blockVolumes:
# Sample of dynamic pv. Path is templates/examples/block-volumes/dynamic-pv
dynamicPv:
enable: true
clusterId: storl
clusterMode: true
# Sample of statefulset with dynamic pv. Path is templates/examples/block-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/block-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true
lunName: lun®@5
# Mode of filesystem
filesystemVolumes:

dynamicPv:
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# Sample of dynamic pv. Path is templates/examples/filesystem-volumes/dynamic-pv/local
local:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of dynamic pv with chap disabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap
localChap:
enable: false
clusterld: clusterl
clusterMode: true
chapUser: user
chapPassword: skskdndDedkfL
# Sample of dynamic pv with chap enabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap-encrypt
localChapDecrypt:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: SFFFzADcpZaUJKsYbPq54A==
chapPassword: tbHWrBep3RORhkFaW+f5Fw==
# Sample of statefulset with dynamic pv. Path is templates/examples/filesystem-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/filesystem-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true

lunName: lune4

(2)  RNiFHEE M, {E charts/csi-driver-stor ST EHIBCE 4.

[root@server csi-driver-stor]# helm upgrade stor ./

Release "stor" has been upgraded. Happy Helming!
NAME: stor

LAST DEPLOYED: Tue May 14 ©8:45:46 2024
NAMESPACE: default

74




e e

KRG

State Cloud

HELM J5 A ffi FH f5 7

STATUS: deployed

REVISION: 14

TEST SUITE: None

NOTES:

The Stor CSI Plugin has been published.

The Stor Cluster Info is: [
{
"clusterID": "storl",
"apiEndPointList": [
"https://192.168.0.192:1443",
"https://192.168.0.110:1443",
"https://192.168.0.102:1443"
1,
"storProvider": "HBlock"
¥
{

"clusterID": "stor2",
"apiEndPointList": [

"https://192.168.0.32:1443"
1,

"storProvider": "HBlock"

The plugin image is: stor-csi-driver:1.3.0

(3)  LiE HBlock CSI 25 C&m LAIEH A H: 405 5 F BIFE I s Eh & 57 pod, W3R

HBlock CSI 7] LLIEH 5 o

[root@pm-001 csi-driver-stor]# kubectl get pod

NAME
csi-storplugin-controller-6c789569b9-mfh2q
csi-storplugin-node-fdqq7
csi-storplugin-node-tj7rf

my-csi-app-block-dynamic

READY
3/3
2/2
2/2
1/1

STATUS

Running
Running
Running

Running

RESTARTS

0

6 (5d13h ago)
0

0

AGE
13d
13d
13d
6m4ls

2. {ERINURZHEORE]: W R TR, Oy 1R S IR SERI R, iUE RS

(1) 1E values.yaml 11, ¥ dynamicPv )71 55i% & A false.

images:
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csiProvisioner: registry.aliyuncs.com/google_containers/csi-provisioner:v3.5.0
csiAttacher: registry.aliyuncs.com/google_containers/csi-attacher:v4.3.0
csiResizer: registry.aliyuncs.com/google_containers/csi-resizer:v1.8.0

csiDriverRegistrar: registry.aliyuncs.com/google_containers/csi-node-driver-registrar:v2.8.0

csiStorPlugin: stor-csi-driver:1.3.0

# Samples of pod, pvc and storageclass
example:
# Mode of block
blockVolumes:
# Sample of dynamic pv. Path is templates/examples/block-volumes/dynamic-pv
dynamicPv:
enable: false
clusterld: storl
clusterMode: true
# Sample of statefulset with dynamic pv. Path is templates/examples/block-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/block-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true
lunName: lun®@5
# Mode of filesystem
filesystemVolumes:
dynamicPv:
# Sample of dynamic pv. Path is templates/examples/filesystem-volumes/dynamic-pv/local
local:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of dynamic pv with chap disabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap
localChap:
enable: false
clusterId: clusterl

clusterMode: true
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chapUser: user
chapPassword: skskdndDedkfL
# Sample of dynamic pv with chap enabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap-encrypt
localChapDecrypt:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: SFFFzADcpZaUJKsYbPq54A==
chapPassword: tbHWrBep3RORhkFaW+f5Fw==
# Sample of statefulset with dynamic pv. Path is templates/examples/filesystem-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/filesystem-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl

clusterMode: true

lunName: lune4

(2) #4764 helm upgrade stor ./ i & .

[root@server csi-driver-stor]# helm upgrade stor ./

Release "stor" has been upgraded. Happy Helming!
NAME: stor

LAST DEPLOYED: Tue May 14 ©09:09:05 2024
NAMESPACE: default

STATUS: deployed

REVISION: 15

TEST SUITE: None

NOTES:

The Stor CSI Plugin has been published.

The plugin image is: stor-csi-driver:1.3.0

The Stor Cluster Info is: [

"clusterID": "storl",

"apiEndPointList": [
"https://192.168.0.192:1443",
"https://192.168.0.110:1443",
"https://192.168.0.102:1443"
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1,
"storProvider": "HBlock"
¥
{
"clusterID": "stor2",
"apiEndPointList": [
"https://192.168.0.32:1443"
1
"storProvider": "HBlock"
}
]
(3)  PuAT A4 kubectl get pod A ZEFEFE 545 H, NIRRT pod AFLE,  BIUi BHEE
efF M.
[root@server csi-driver-stor]# kubectl get pod
NAME READY STATUS RESTARTS AGE
csi-storplugin-controller-6c789569b9-mfh2q 3/3 Running @ 14d
csi-storplugin-node-fdqq7 2/2 Running 6 (5d14h ago) 14d
csi-storplugin-node-tj7rf 2/2 Running © 14d

® IGIE clusterlD A stor2 (¥ HBlock (FAHLAR)
1. FEHS.
(1) B B S04 charts/csi-driver-stor/values.yaml 1 example fJ15%, ¥ clusterMode
HFIBEIE SN false, clusterld iy stor2, ¥TFFFEH filesystem H B A PV 7%,

# Samples of pod, pvc and storageclass
example:
# Mode of block
blockVolumes:
# Sample of dynamic pv. Path is templates/examples/block-volumes/dynamic-pv
dynamicPv:
enable: false
clusterId: storl

clusterMode: true
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# Sample of statefulset with dynamic pv. Path is templates/examples/block-volumes/statefulset

statefulset:

#

enable: false
clusterId: clusterl
clusterMode: true

Sample of static pv. Path is templates/examples/block-volumes/static-pv

staticPv:

enable: false

clusterId: clusterl

clusterMode: true

lunName: 1lun@5

# Mode of filesystem
filesystemVolumes:

dynamicPv:

# Sample of dynamic pv. Path is templates/examples/filesystem-volumes/dynamic-pv/local
local:

enable: true

clusterId: stor2

clusterMode: false
# Sample of dynamic pv with chap disabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap
localChap:

enable: false

clusterId: clusterl

clusterMode: true

chapUser: user

chapPassword: skskdndDOdkfL

# Sample of dynamic pv with chap enabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap-encrypt

localChapDecrypt:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: SFFFzADcpZaUJKsYbPq54A==

chapPassword: tbHWrBep3RORhkFaW+f5Fw==

# Sample of statefulset with dynamic pv. Path is templates/examples/filesystem-volumes/statefulset

statefulset:

enable: false

clusterId: clusterl
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clusterMode: true
# Sample of static pv. Path is templates/examples/filesystem-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true

lunName: lune4

(2)  MNHBECE X, 7 charts/csi-driver-stor | $47 5 5l B dr 4 .

[root@server csi-driver-stor]# helm upgrade stor ./
Release "stor" has been upgraded. Happy Helming!
NAME: stor

LAST DEPLOYED: Tue May 14 10:20:50 2024

NAMESPACE: default

STATUS: deployed

REVISION: 22

TEST SUITE: None

NOTES:

The Stor CSI Plugin has been published.

The plugin image is: stor-csi-driver:1.3.0

The Stor Cluster Info is: [
{

"clusterID": "storl",

"apiEndPointList": [
"https://192.168.0.192:1443",
"https://192.168.0.110:1443",
"https://192.168.0.102:1443"

1,

"storProvider": "HBlock"

}s

"clusterID": "stor2",
"apiEndPointList": [

"https://192.168.0.32:1443"
1

"storProvider": "HBlock"
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(3)  BouE HBlock CSI &2 C & n PLIER A . Wi 5 )8 F AR sl ) 57 pod, NIZRIR
HBlock CSI 7] DL IE J3 H

[root@pm-001 csi-driver-stor]# kubectl get pod

NAME READY STATUS RESTARTS AGE
csi-storplugin-controller-6c789569b9-mfh2q 3/3 Running (%] 14d
csi-storplugin-node-fdqq7 2/2 Running 6 (5d15h ago) 14d
csi-storplugin-node-tj7rf 2/2 Running %] 14d
my-csi-app-filesystem-dynamic-local 1/1 Running (%] 4ml4s

2. EHNUEBNREG]: W E R TR, O T S IR SEElh R, U A AR
(1) £ values.yaml H, ¥ clusterMode FJHUEECHN true, SEHIFEA filesystem H(15))
A PVIFK.

images:

csiProvisioner: registry.aliyuncs.com/google_containers/csi-provisioner:v3.5.0
csiAttacher: registry.aliyuncs.com/google_containers/csi-attacher:v4.3.0
csiResizer: registry.aliyuncs.com/google_containers/csi-resizer:v1.8.0

csiDriverRegistrar: registry.aliyuncs.com/google_containers/csi-node-driver-registrar:v2.8.0

csiStorPlugin: stor-csi-driver:1.3.0

# Samples of pod, pvc and storageclass
example:
# Mode of block
blockVolumes:
# Sample of dynamic pv. Path is templates/examples/block-volumes/dynamic-pv
dynamicPv:
enable: false
clusterId: storl
clusterMode: true
# Sample of statefulset with dynamic pv. Path is templates/examples/block-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl

clusterMode: true
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# Sample of static pv. Path is templates/examples/block-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true
lunName: 1lun@5
# Mode of filesystem
filesystemVolumes:
dynamicPv:
# Sample of dynamic pv. Path is templates/examples/filesystem-volumes/dynamic-pv/local
local:
enable: false
clusterId: stor2
clusterMode: false
# Sample of dynamic pv with chap disabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap
localChap:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: user
chapPassword: skskdndDedkfL
# Sample of dynamic pv with chap enabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap-encrypt
localChapDecrypt:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: SFFFzADcpZaUJKsYbPq54A==
chapPassword: tbHWrBep3RORhkFaW+f5Fw==
# Sample of statefulset with dynamic pv. Path is templates/examples/filesystem-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/filesystem-volumes/static-pv
staticPv:
enable: false

clusterId: clusterl
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clusterMode: true

lunName: lune4

(2)  PATA4 helm upgrade stor /58 Hific &

[root@server csi-driver-stor]# helm upgrade stor ./
Release "stor" has been upgraded. Happy Helming!
NAME: stor

LAST DEPLOYED: Tue May 14 10:47:02 2024

NAMESPACE: default

STATUS: deployed

REVISION: 25

TEST SUITE: None

NOTES:

The Stor CSI Plugin has been published.

The plugin image is: stor-csi-driver:1.3.0

The Stor Cluster Info is: [

{

"clusterID": "storl",

"apiEndPointList": [
"https://192.168.0.192:1443",
"https://192.168.0.110:1443",
"https://192.168.0.102:1443"

1,

"storProvider": "HBlock"

¥
{

"clusterID": "stor2",

"apiEndPointList": [
"https://192.168.0.32:1443"

1,

"storProvider": "HBlock"

}
]
(3)  #hATAr% kubectl get pod K & FEBE S5, 4 NIGIE R pod ANAEAE, B B
e .
[root@server csi-driver-stor]# kubectl get pod
NAME READY STATUS RESTARTS AGE
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csi-storplugin-controller-6c789569b9-mfh2q 3/3 Running @ 14d
csi-storplugin-node-fdqq7 2/2 Running 6 (5d15h ago) 14d
csi-storplugin-node-tj7rf 2/2 Running @ 14d
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4.5 FRAF

] HELM J730%%% . lCE HBlock CSI B, W LLZIE A LGRS PV, 214 PV,

& PVC:

o IBMAWMMITIELIESS PV, SIS PV, B1IAPVC SIERAFR -

® Z:{ charts\csi-driver-stor\templates\examples T FI#ER, G E T H OMEE PV, ah&
PV. 3I& PVC, fiH] HELM #HATE 3 . &R 1S 80T DL IR AT B 75 2 10 2 20

B,
FR: AP ECK PV, PVC, POD FIEAE AN AT AE 1) charts 1, FREM ) H
TR,

charts\csi-driver-stor\templates\examples #2551 #4240 F -

[root@server stor-csi-driver-1.3.0_x64]# cd charts/
[root@server charts]# cd csi-driver-stor/
[root@server csi-driver-stor]# cd templates/
[root@server templates]# cd examples/

[root@server examples]# tree

—— block-volumes
| F—— dynamic-pv
| | F—— csi-app-local-pvc-block.yaml
| | —— csi-pvc-local-block.yaml
| | L—— csi-storageclass-local.yaml
| —— statefulset
| | —— csi-app-stateful-local-block.yaml
| | L—— csi-storageclass-local-stateful-block.yaml
| L—— static-pv
| F—— csi-app-local-pv-block.yaml
| F—— csi-pvc-local-nocreate-block.yaml
| L—— csi-pv-local-block.yaml
L—— filesystem-volumes
F—— dynamic-pv
| F—— local
| | F—— csi-app-local-pvc.yaml
| | —— csi-pvc-local.yaml
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| | L—— csi-storageclass-local.yaml

| F—— 1local-chap

| | —— csi-app-local-pvc-chap.yaml

| | —— csi-pvc-local-chap.yaml

| | L—— csi-storageclass-local-chap.yaml

| L—— local-chap-decrypt

| —— csi-app-decrypt-local-pvc-chap.yaml

| F—— csi-pvc-local-chap-decrypt.yaml

| L—— csi-storageclass-local-chap-decrypt.yaml
—— statefulset

| F—— csi-app-stateful-local.yaml

| L—— csi-storageclass-local-stateful.yaml

L—— static-pv

—— csi-app-local-pv.yaml

—— csi-pvc-local-nocreate.yaml

L—— csi-pv-local.yaml

11 directories, 22 files
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Q:
A:

. {EB)%E Pod i, H1-F iSCSI driver 5] /i H B4 4F FailedMount, fi{a] b3 2
: AREH LL RPN R A

#4515 24 MountVolume.Setup failed for volume “xxxx”: Kubernetes.io/csi:
mounter.SetupAt failed: rpc error: code = Internal desc = iscsiadm error: iscsiadm: Could not
login to [iface: default, target: xxxx, portal: 192.168.0.1,3260].iscsiadm: initiator repoeted error
(12 - iSCSI driver not found. Please make sure it is loaded, and retry the operation)iscsiadm:
Could not login to all portalsLogging in to [iface: default, target: xxxx, portal: 192.168.0.1,3260]
(multiple) (exit status 12)

H I A 1 SR R 2 Kubernetes [#) node 9 5 %3¢ 1 iscsi-initiator-utils. CSI i< H
AERE iscsi-initiator-utils, Al T3 HBlock 145, node 75 mi b oW EE L4, W%,
T HEIER node i A A iscsi-initiator-utils. EEVCEIZER 2 5 S A

#5515 BN MountVolume.Setup failed for volume “xxxx”: rpc error: code = Internal desc =
exit status 1

IR R B T BE R Rl node SR T Multipath 175 ok % #2 21 HBlock £E3 H I 4
Target, {Hj& node 555 2 Bl %25 MPI1O, [R5 12715 & B0 MPIO (U device-

mapper-multipath device-mapper-multipath-libs) . FEIEI%E 2 J5 5 )5 35 .

HBlock /AT, EZNEEIE PV s, S HIKM LUN XFR 2 />4 Target IQN?
ENA PV XS MRS 75 3K AE HBlock 25618 LUN K5, AEASTN, WRE

T highAvailability: "ActiveStandby", LUN J<EEXT N Target FHIFTA IQN, 1
highAvailability 1% & & Disabled, LUN J<EEXT M Target T #—4 IQN.

Q:

% F HBlock £EEERR, fHRZhZS PV 8l 217 PVC BN, BlEERT), (HE ANEHEK

W, TRERAT AR A2

A:

A REJEA

87



N ¥ W i

State Cloud

® RIS T B/ NEIAS . X T HBlock £EHFIR,  #lRRs AN EOR T-55 T35 10 /N |
A BAEARET NI

® %Gt HBlock I s5im 2. GHEME, TILEEEE.

® LI, THAR T 5 HBlock Hi 1N 2 BEAR UL .

AR HERR LA B SR RIE AR o, IEIRARRE S TIEA R
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6.1 RiBMRE

6.1.1 Pod
Pod 7& Kubernetes F1 8l @ FE F T /NG, & PNERENESRIAE, Pod FIIAESILER
A2 B, DL B AT B2 I HE o

6.1.2 Volume

Volume /& Pod P 3 EAEAE TR, AEdn AN Pod AHIF], S5&RZRTCK, BI# Pod L%&#s
{E1bE A #EH, Volume A2 R . (HUNR Pod 215, A4 Volume B4 7 i {1 & 45
W

6.1.3 Persistent Volume (PV)

Volume H 8 oIk Fe AR B, ARG A IRESIRS TR, 7 E Persistent Volume.
PV J& Kubernetes "' FF ALFAE BLUR, & — ML AEAE, & 1A dn AT Pod JoC. AnARAE
Kubernetes HiE 17 A IR RS, L & MySQL, MongoDB i # H11ij {4 Redis, RabbitMQ
5, MAMHEEMH PV, XFERME Pod 261k A 2 R EHE .

Pod Pod

Volume — )

Volume Persistent Volume
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6.1.4 Persistent Volume Claim (PVC)

Persistent Volume Claim #& PV [ 8. 7F Kubernetes /', BEL3:{ PV {ENTEtERT, 7 24E
B AR AT RIS PV, I EARE. T PVC AT LUK Pod A1 PV fift ik, R Pod AN ELHAE
M PV, Tt PVC R PV, X, TLHRHREAEIE PV, HE@id StorageClass 17
TR E IF, Kubernetes st iR R FH TR, BhSAIE PV, XMIT XFCABISHER .

6.1.5 StorageClass
StorageClass H T-#iA N E M A4AER T . @it PVC 3h 4617 HBlock SR, 75 87E
StorageClass Hfic & )& HBlock &2, METURHEN. B KD, HERIEEE LS.

6.1.6 Container Storage Interface (CSI)

Container Storage Interface (CSD) &AL, B SIS g a8 AAEAG TR At i 2 [ 1Y)
HEAE. @ CSI, A gmHlas se i AT AA G SR HE BT AR IR SS, ARt t T LUKy
(EREENS ke o S e i

6.1.7 DaemonSet

DaemonSet i fREREF T (BEE5) T AIEIT—A Pod BIA, 475 AN BIERER, Pod il
PREINET S b 9 S M ERE R IR, Pod Btk b3 AUk . HBlock CSI {45 F 1 &
DaemonSet 25 (] Pod &l 48, STERES 1 A8 L5 shid .

6.1.8 StatefulSet

StatefulSet &G IR AR S 11 Pod #2441 28, StatefulSet F T4 —4H Pod 3B M &, A LLE
ik Pod A 7 5 sl AnEE 1k 45
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